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33.23 KEY CHAIN .ttt et te e e e ettt e e e e e ekttt e e e o4 e s s et e et et e e e 4 ek b b Ee e et e e e e e s bR e e e et e e e e e e ann b be et et e e e e e nnnbnneeeeeeean 33-153
33124 KEY-STRING ... .uuttttteteeeiaautteeeteeesssaste et e e e e e s e s s s be e et e teeeaaas s bR e e et e e e e e e R b e b e et e e e e e e ann b b e e e et e e e e aannbrneeeeeeeas 33-153
3325 MAXIMUM-PREFIX ...t tttetttauutteeteeessaassssseeteeesaassbsseeeaeessaass e be e et eee e s s s bebe e eeeeeaaannbbese et eeeeaannbrnneeeeenas 33-154
I I G N N =l (e o =T = PP PP UTP PP TOTTPPPPPN 33-155
3327 NETWORK ettt e ee e e e e sttt e e e e e 4ttt e e e o4 a4k kb e ettt e 224 kbbb e e et e e e e 41 bR e b e et e e e e e e aan b b e e e e e e e e e annbnneeeeeeean 33-155
O I S o] i s = N 1y TP PP U PP TPRPPPPPPN 33-156
33.29 PASSIVE-INTERFACE ......ciiuttteeteeeeesatste ittt e e e s e st e se e et e e e s e as bbb e e et e e e e e s s b e b ettt e e e e e snnbbese et e e e e s nnbrnneeeeeeas 33-157
33.30 RECV-BUFFER-SIZE ....ccetiiutttttteeeesaatsieeeteeesaasibe et e te e e s e asb s e e et e e e e e s s b e b e et e e e e e e anbbe e et ee e e s nnbreneeeeenas 33-157
3.3 L REDISTRIBUTE ...uttttttteeetiitttteeteaassaausstseeeeeesaassbsseeeaeeeaaass e be e et e e e e e s s bbb e et e e e e e e aanbbeseeeee e s s snbrnneeeeenan 33-158
I3 TR 17 Lo LU 1 PP PU PR 33-159
33 33 ROUTER RIP...uiitttiietee et sttt e e e e e sttt et e e e s e skt b e ettt e e a4 e ek b b be e et e e e e e s R b e b e et e e e e e e ann b be e et e e e e e annnbnneeeeeeeas 33-159
33.34 SEND-LIFETIME ...ttttttteeetaauttteeteeessaaassteeeeeeesaassbsseeeeeeeaaass e be e et e e e e e s s b e b e e e e e e e e e annbbese et e e e e aannbrneeeeeenas 33-160
33.35 SHOW DEBUGGING RIP .....uiitiiiieeeeeiaitttseeteeesaasitsseeeteeasaasssbe e et e e e s e s sba b e e e e e e e e e anbbese et e e e e aannbrnneeeeenas 33-161
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33.36 SHOW IP PROTOCOLS RIP ....ttiiitiieeiiittiteeeeaesaaauitssseeteessaasssbseeeeaeseaasbabeeeeeeeaesnnbnaeeeeeeeaasnnnrnneeeeeeas 33-161
33,37 SHOW IP RIP ...iitteteeteeeee ettt e e e sttt e e e e e sttt e e e o4 ek bR e e et e e e e e s s R e b e et e e e e e e annbbe e e et e e e e aannbnneeeeeeeas 33-163
33.38 SHOW IP RIP DATABASE ....uuutteeteeeeeaauttiseetaeesaaassbssseeteeesaass s ba e et e e e e e sasbe b et eeeeeaeansbebeeeeeessannnbreneeeeeeas 33-163
33.39 SHOW IP RIP INTERFACE ...uuuttttttteesiaittteeeeeeessaasstssseeteeesaasssbee et e ae s e s sbebe e e e e e e e e snnbese et eeesaannnnrnneeeeeeas 33-164
33.40 SHOW IP RIP AGGREGATE ....ttttttteeeiaiutttteetaaesaaaustssseeteessaassbseeteaessaasbsbeeeeeeeaaassbereeeeeessaannnrnneeeeeeas 33-165
B3LAL TIMERS BASIC ...ttttteteeesaititeeeteeeeesasts ettt e e e s e aas st e e et e e e e e 4aasb b Re e e e e e e e e s n R R e b e e et e e e e e annb b e ee et e e e e s nnbnneeeeeeean 33-165
3342 VERSION. ...ttt itteee e sttt e ettt e ettt e e ettt e e st e e e e st e e e ee et e e e ae R et e e e eR e e e e aR e e e e e an et e e e an et e e e anr e e e e annreeeenn 33-166
CHAPTER 34 COMMANDS FOR RIPNG ....coitiiiiiiiiiieeiie e 34-168
4.1 CLEAR IPVB ROUTE ...tttteeiiiutttetteeaeeasutsteeeteeesaassbsse e e teeeaaasssbe e et e e e e e s ssb e b e et e e e e e e sanbbese et e e e e aannbrnneeeeeeas 34-168
34.2 DEFAULT-INFORMATION ORIGINATE ... .uuttttteeessiauittsneeteeesaasnbseeteeesssasnsbeeeeeeesssansreneeeaeessasnnnrnneeeeenss 34-168
4.3 DEFAULT-METRIC ..ttttttteeeiaauutteeteeessaaussteeeeeeessassbsseeeeeeesaasssbe e et e e e e e s s bn b e et e e e e e e snnbbeseeeeeeeaasnbrnneeeeenas 34-169
.4 DISTANCE .t eeetiiittt ettt e e e e ettt e e e e e ettt e e e s e o s b e e ettt e e e 4a R bR R e e et e e e e oo R R R R ettt e e e e e e R R e e et e e e e e e nnnrnr e e e e e s 34-170
.5 DISTRIBUTE-LIST .uttttttteeeisiuttteeteeassaaussbeeeteeesaassbsseeeeeeesaasn e b e e e e e e e e e s s s be b e et e e e e s e annbbeee e e e e e s s nnbrnneeeeeeas 34-170
4.6 DEBUG IPVB RIP .....ttiteteeeiiiiitte et e e e e e s sttt e e e s e as b e et et e e a4 e e as e e et e e e e e s e b e b e et e e e e e e sanbbe e e et e e e e s nnbrneeeeeeeas 34-171
34.7 DEBUG IPV6 RIP REDISTRIBUTE MESSAGE SEND......uutttieeiiiiutreeteeeeeianntereeeeessansnsneeesesssssnnsnseeesess 34-172
34.8 DEBUG IPV6 RIP REDISTRIBUTE ROUTE RECEIVE ....uttitiieeiiiiitieeteeeeesaasntreeeeeesssasnnneeesesssssnnnnneeesess 34-172
34.9 IPVO RIP AGGREGATE-ADDRESS ......ciiittttttteeesaaauittseteteessaasnbeeeteaesasaasbsre e et eeeasaansrereeeeeesaaannnreneeeeeess 34-173
34.10 IPVO RIP SPLIT-HORIZON ......ttteteteesiauttiteeteeessauitsseeeteeesaasssbsseeeaessaasbebeeeaeeeaasnsbnseeeeeesaansnnnnneeeeeaas 34-173
4. 11 IPVE ROUTER RIP ...etttiieiiititteeteaaeeaatste et e e e s e as st e ettt e e a4 e asb e e et e e e e e s a b e b e et e e e e e e sanbbe b e et e e e e s nnbrneeeeeeeas 34-174
Y N =l (e o =T = PP PP URP PP TOTPPPPPPN 34-175
Y e o s = N 1 LT PP PR PP P TPTPPPPPPN 34-175
4. 14 PASSIVE-INTERFACE .....cciiutttetteeeeeaatste et e e e s e sttt e e e e e s e s bbb e e et e e e e e s s b e b e et e e e e e e snb b e ee et ee e e s nnbrnneeeeeeas 34-176
4. 15 REDISTRIBUTE ...uttttttteeeiiitttteeteeeeeaaitsteeeteeesaassbe e et e eeeeaaass e be e et e e e e e s s R e be et e e e e aeannbbeee et eeeeaasnbrnneeeeenas 34-177
34.16 REDISTRIBUTE OSPF ...ciiiitttttteteesiatsieetteeesaassbsseeeteeasaass s be e et e ee e e s sbn b e e et e e e e e anbbeee et eeeeaannbrnneeeeenas 34-177
1t T LU i 1 PP PP PP 34-178
4. L8 ROUTER IPVB RIP ....eeteeeiiiiittieteeeeeaatste et e e e s e st e ittt e e e s e ass e e et e e e e e s s be b e et e e e e e e sanb b e be e e e e e e s nnnrnneeeeeeas 34-178
34.19 SHOW DEBUGGING IPVEB RIP....ccttieiiiitiiieeteeesaaaitttsteteeesaasinbseeeeaesasasbabe e et e e e assnsbeseeeeeessannnnreneeeeeeas 34-179
34.20 SHOW IPVB RIP INTERFACE ....ettttietiiitttteeteeesaaauatssetetesasaasnbseeteeeseaasnsbe e et eeeaasssbereeeeeessasnnnrnneeeeenas 34-179
34.21 SHOW IPVE RIP REDISTRIBUTE ..eeeeiiiuttttttteeessauittsseeteeesaasstsseteaesesasnsbeeeeeeesssnsnnneeeeeessasnnnrnneeeeenss 34-180
34.22 SHOW IPVB PROTOCOLS RIP ..citiieiiiitttieeteeeaeaauitssseeteeesaasnbs et e aesssasnsbeseeeeeassnsbnreeeaeessannnnrnneeeeenas 34-181
4. 23 SHOW IPVB RIP ....ttittieeeiaiitteeeteee e e s ettt e e e s e ss bttt e e e a4 e e s b b e e et e e e e e s s be b e e et e e e e e annbbe b e et eeeeaannbnneeeeeenas 34-182
34.24 SHOW IPVB RIP DATABASE .....eetttietiiitttieeteeesaaasatsssteteessaasnbseeteaeseaasbs b e e et eeeas s nnbeseeeeeeeaasnnnbeneeeeenas 34-182
34.25 SHOW IPVB RIP AGGREGATE ....ettitiiiitttteeteeesaaauitssseeteeesaassbseeteaessaasba b e et e eeassasnbere et eeesaasnnnrnneeeeeeas 34-183
34.26 SHOW IPVE RIP REDISTRIBUTE ...ceeiiiuttttetteeessaiittsseeteeesaasnbseetesesssasssbeeeeeeesssnnrnneeeeeessasnnnrnneeeeesss 34-184
34,27 TIMERS BASIC ....ttttteteeesaatttteeteeeeesast sttt e e e s e aas st e e et et e e e aaasb e b e e e e e e e e e s s R b e be et e e e e e e annbbeee et e e e s s nnbrneeeeeeean 34-184
CHAPTER 35 COMMANDS FOR OSPF ..ot 35-186
35.1 AREA AUTHENTICATION L..iiitttiteeeeesaitsteeeeeeeseassbe e eeeeeesaasssbe e et e e e s e s sbe b e et e e e e e e sanbbese et e e e e aannnreneeeeenas 35-186
35.2 AREA DEFAULT-COST ctttitiiiutttteteeeeesaussteeeteeesaaassbsseeeaeeesaass e be e et e eeeeaa s bebe e et e e e aaannbbnse et ee e s s nnbrnneeeeenas 35-186
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5.3 AREA FILTER-LIST ..ttttttteeiaiauutteeteeessaaussteeeeeeessaassbssseeteeesaass s be e et eee s e s anbe b e et e e e e aasansbese et eeesaannbrnneeeeenan 35-187
5.4 AREA NSSA ...ttt et ee e et ettt e e e e e e ettt e e e s e o R b e ettt e e a4 e AR e e et e e e e e e R R R e e et e e e e e e E e e et e e e e e nnrrreeaaeeaan 35-188
5.5 AREA RANGE ... uiitttitete e et ettt e e e e ettt et e e e s e s s kbbb ettt e e o4 e e R R e e et e e e e e e R R b e e et e e e e e e bR r e et e e e e e e e e eeeean 35-189
5.6 AREA STUB .eeitiuittetteeee e e ettt e e e e e sttt et e e a4 e s s e b e ettt e e e e 4a kb e e e et e e e e e e R R R R e e et e e e e e e b e e et e e e e e e nnrrrreaeeeean 35-190
35.7 AREA VIRTUAL-LINK .etttettiiuutteeteeeesaaitsteeeeeeesaasstsseeeteeesaasssbss et e aessaasbsbeeeeeeeaasnsbnseeeaeesaannnrnneeeeeess 35-190
35.8 AUTO-COST REFERENCE-BANDWIDTH. ....uttttteeteiiuittrrteteessaasntneeeeeesssaasssreseeesesssassnsseeesesssasnnnsseeesens 35-192
35.9 COMPATIBLE RFCLSB83 ... . iiiiiiiiiie ettt e ettt e e e st e e e e e s e et e e e e e s e e et e e e e s e nnnbrnneeeeeeas 35-192
35.10 CLEAR IP OSPF PROCESS ....tttttttietiiuttttettaaesaaasstssseetesssaasssseetasesssasssseeeeeeeassnsreseeeeeesaasnnnreneeeeenas 35-193
35.11 DEBUG OSPF EVENTS ...iiiutttttteeeeeaautttseeteeesaasstssseeteeesaasssbeeeeeaeaesasbebeeeeeeeaesanbbeseeeeeesaannnnrnneeeeenas 35-193
35.12 DEBUG OSPF IFSM ..tttietiiiuuttetteeaesaaussteeeeaeessaassssssteteeaaaass s be e et eee s e s s be b e e et e e e aasnnsbeseeeeeesaasnbrnneeeeenas 35-194
5. 13 DEBUG OSPF LSA ...etttieeiiiutttettetaeaaaatsteeeteeesaaassbeae e e teeaaaasb e b e e et e e e e e s s b e b ettt e e e e e anbbebeeeeeesaannbnneeeeeeeas 35-194
35.14 DEBUG OSPF NFSM ..tiiiiiiutttetteeaeaaausstseeteeesaaassssseeeteessaasssbeeeeeaeeesasbe b e e eeeeeaaansbeseeeeeesaannbrnneeeeenas 35-194
35.15 DEBUG OSPF NSM ...cttiieiiiuutteeteeaesaaasstseeteeessaassssseeeteeasaasssbs e et e aeeesasbebe e et eeeaasnsbese et eeesaannnrnneeeeeaas 35-195
35.16 DEBUG OSPF PACKET .ciiittttteteteessaitstreetaeesaasstsseeeteeesaass e ba et e e e e e e s s be b e et e e e e s e sanbbeee et ee e e s nnbrnneeeeeeas 35-195
35.17 DEBUG OSPF ROUTE ..eiiiuutttttteeeeasausstseeeeeesaasssssstetesasaasssbsseeeaeassasbsbeeeeeeeaasnbbeae et ee e s s nsnnrnneeeeenas 35-196
35.18 DEBUG OSPF REDISTRIBUTE MESSAGE SEND ......utttitiieeiiiiitrerteteessassnreeeeeeesssasrssseeseessssnnnnsesesess 35-196
35.19 DEBUG OSPF REDISTRIBUTE ROUTE RECEIVE ......uuttttiieeiiiintreeteeeessannreeeteeesssannnneeeeesssasnnnnseeesess 35-197
35.20 DEFAULT-INFORMATION ORIGINATE .....utttttteetsiiitttreeteessaasstsseteeesssassssreseeeeesssansrsseeeeesssasnnnnnneeesess 35-197
35.21 DEFAULT-METRIC .1ttttteeeiiiuutteeteaaesaautstseeeeeesaassbsseeeteeesaass e be e et eee e e s ssb e b e e et e e e aasnnbbese et ee e s s nnbrnneeeeenas 35-198
35,22 DISTANCE ...ttt ittt et e e e e ettt e e e e e e ettt e e e s e s s R b e e ettt e e a4 e aR R R R e e et e e e e e e R R R R e e et e e e e e e b e e e et e e e e aannn e e e eeee s 35-199
35,23 DISTRIBUTE-LIST ..tttttteeeiiiuttteeteeeseaautsteeeeeeesaassbeeeeeeeeesaass s be e et e e e e s s s be b e e et e e e e e snnb b e neeeee e e s snbnnneaeeenas 35-200
35.24 FILTER-POLICY ....ttttttteeetaiiitte et e e e e e sttt e e e s e ss bt e et e e e e 4 e as bbb e et e e e e e e s s be b e et e e e e e e aanbbeee e e e e e e annnbnneeeeeeeas 35-201
3525 HOST AREA .. iittttttee e et e ettt e e e e e ettt e e e e e e o s a b e ettt e e e a4 ek R e e et e e e e e e R R e et e e e e e e e R e e et e e e e e e nnn e e e e e e an 35-201
35.26 IP OSPF AUTHENTICATION ....ttttttteetiiittteeteeeessaustssseeteessaasssbeeeeeaessaassbsbeeeeeeeaaansbnreeeeeessannnnrnneeeeenas 35-202
35.27 IP OSPF AUTHENTICATION-KEY w..eetiiutttteeteees e ettt et teeesaassibeeeeeae s e sasbn e e e e e e s s snsbnseeeaeessaannnbnneeeeenas 35-203
35,28 IP OSPF COST ..uuutttittteeeiaiittteete e e e e s st te e et e e e s e s s s be e et et e e e saas b bR e e et e e e e e e R b e b e et e e e e e e aan b bebe e e e e e e aannbnneeeeeeaas 35-203
35.29 IP OSPF DATABASE-FILTER....0etttttettitttteeteaesaaauattseeeteeesaasnbseeteeesssasbabeeeeeeeaasnnbereeeeeessasnnnrnreeeeeeas 35-204
35.30 IP OSPF DEAD-INTERVAL ...utttttttteeeiaitsiseeteeesaasstssseeteeesaasssbee et eaeseaasbabeeeeeeeaeanbbereeeeeessannbrnneeeeenss 35-204
35.3L IP OSPF DISABLE ALL eiiiiittiiteeeeeaattte et e e e e e ettt et e e e s e s s e e et e e e e e s s b e b e et e e e e e e anb b e re et e e e e s nnbrereeeeeaas 35-205
35.32 IP OSPF HELLO-INTERVAL ....ttttttteeeiittttetteeesaaauatssseeteessaassnbseeteaesssasnnbeseeeeeassnsbereeeeeeeaasnnnrnneeeeenas 35-206
35.33 IP OSPF MESSAGE-DIGEST-KEY w.eeetiiuttttetteeesaaaittsreeteeesaasssseeeeaesssasnsseeeeeeesssnsreseeesesssasnnnrnneeeeesss 35-206
35.34 IP OSPF MTU .iittttetteeeee ettt e e e e e sttt e e a4 e e s b e e e et e e a4 e as R bR e e et e e e e e s R R e b e et e e e e e e aan b be e et e e e e e aannbnnreeeeeean 35-207
35.35 IP OSPF MTU-IGNORE ...uutttteteeeesiaitsteeeteeesaassbsseeeteeeaaasssbe e et e e e e e s s be b e e e e e e e aesnbbese et eeeeaannbneneeeeenas 35-208
35.36 IP OSPF NETWORK ..cetieiiiiuutteeteeaeaaausstseeeeeesaasstssseeteessaasssbeeeeeaeeesansbnbeeeeeeeaasnnbbereeeee e s s nnbrnneeeeenas 35-208
35,37 IP OSPF PRIORITY ..tttttettiattttetteaeessasssteeeteeesaassbsseeeeeeesaass s be e et e e e e e s s b e b e et e e e e e e annbbene et ee e e s nnbrnneeeeeeas 35-209
35.38 IP OSPF RETRANSMIT-INTERVAL «.ettutttteeteeessaauitssseeteeesaasnbsseteaesssasssbeeeteeesssnnnnseeeaeessasnnnrnneeeeenss 35-210
35.39 IP OSPF TRANSMIT-DELAY ....tttttttieeiiitttteeteeesaaaustssseeteessaasssseeteaessaasssbeeeeeeeaaansrnreeeeeesaasnnnreneeeeenss 35-210
3540 KEY ..teee ettt ettt ettt e e e e e e e e e e e e e e e nR e e e e an e e e e anne e e e nan e e e e aanreeeeaan 35-211
3541 KEY CHAIN it iuitttttete e e e ettt e e e e e ettt e e e s e o s e b e et e e e 2o 4a kbbb e e et e e e e e e s R e b e et e e e e e e ann b beee et e e e e annbrneeeeeeean 35-212
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35.42 LOG-ADJACENCY-CHANGES DETAIL ..uutttttteeeeaiiittnreeteeesaasstsseteeesssasssbeeeaeeessssnnsseeeaesssasnnnnnneeesenss 35-212
35.43 MAX-CONCURRENT-DD .....uuttttttteeeeaiitstreeteaesaaasstssseeteeesaasnbeeeteeesssasbebe e et eeesasnsbereeeeeesaasnnnreneeeeenss 35-213
35.44 NEIGHBOR ...cetiuitttteteee et ettt e e e e e e sttt e e o4 a4 s b e e ettt e e 24 e e R b e R e e et e e e e e e R bR b ettt e e e e e annbbebe e e e e e e e nnnnnreeeeeean 35-213
35.45 NETWORK AREA .....ettttttiiiutttetteeaeaaatsteteteeesaassbe e et e ee e e 4aas s e be e et e e e e e s s b e be e e e e e e e e ann b beseeeee e e s nnbnneeeeeeeas 35-214
35.46 OSPF ABR-TYPE ...ttttttteeiiiuttteeteeaesaatsteeeteeesaassbe e et teeesaas b e e e et e e e e e s s b e b e et e e e e e e annbbeee e e e e e s e nnbrnreeeeeean 35-215
35.47 OSPF ROUTER-ID. ...cttttetiiiuttteetetaeeaatste et e e e s e assbeee e e eeeeaaass e be e et e e e e e s s b e be et e e e e e e annbbeseeeee e s s nnbrnneeeeeeas 35-216
35.48 OVERFLOW DATABASE ....uuutteeteeeeeiaitttreeteeesaaasstsssteteeasaasssbseeeeaeseaa s bebe e et e eeaasnbbeseeeaeessannnbrnneeeeenas 35-216
35.49 OVERFLOW DATABASE EXTERNAL .....uutttittteetaiittteeeteessaasttneeteeesesasssbeeeeeeesssssnnseeeaessaasnnnnnneeeeenss 35-217
35.50 PASSIVE-INTERFACE .....cciittttetteeeeaiatsteeeeeeesaassbbee e et e e e aaasb e be e et e e e e e s s b e b e e et e e e e e sanbbese et eeeeaannbrnneeeeeeas 35-218
35.51 REDISTRIBUTE ...uttttttteeeiaitttteeteeassaausstseeteeesaassbaeeeeeeeesaass e be e et e e e e e s s bbb e et e e e e eeannbbese et ee e s e nnbnnneeeeenas 35-218
35.52 REDISTRIBUTE OSPF ....ciiiiitttiteeeeeiatstseeeeeeseassbeseeeteeesaass e e et e e e e e sasbebe e et e e e e e anbbese et e e e e aannbrnneeeeenas 35-219
35.53 ROUTER OSPF .....ttttttteeeiiiitttteteaeesaaatsbeteteeesaas s be e et e e e e e saas b e e e et e e e e e s s b e b e et e e e e e e sanbbeee e e e e e e e nnbrneeeeeeeas 35-220
35.54 SHOW IP OSPF ....tttittieeeiaiitttett e e e e et ettt e e e s e s s b e ettt e e e 4aas bbb e e et e e e e e e s b e b et e e e e e e e annbbe e e et e e e e aannbnneeeeeeeas 35-220
35.55 SHOW IP OSPF BORDER-ROUTERS ... .uutttttteesaiiuittrreeteessaasntseeteeesssaassssesesaessssansssseeesesssasnnnsseeesess 35-222
35.56 SHOW IP OSPF DATABASE ....tttttttietiiutttttetaeesaaasstsseteteeasaassbeeeeeaeseaasb e b e e eeeeeaaas b beseeeeeesaaasnnrnneeeeenas 35-222
35.57 SHOW IP OSPF INTERFACE ....eetttteetiitttteeteeesaaauatsssteteeesaassbseeteaesaaasbnbeeeeeeesasnsbnseeeeeessaannnreneeeeeeas 35-224
35.58 SHOW IP OSPF NEIGHBOR .....cetttteetiiutittettaeesaaaustssseeteeesaasssbeeeeeaesasasnsbeeeeeeesssnsbeseeeaeesaasnnnrnneeeeenas 35-225
35.59 SHOW IP OSPF REDISTRIBUTE ..etttetiiuttttetteeessaauuttsreeteeesaasstsseteaessaasssseseseessssnnsnsseeesesssasnnnnneeesess 35-226
35.60 SHOW IP OSPF ROUTE ...uuttteeteeaesaaisttseeteeesaasstssseetesssaasssbsseteaesasasnebeeeeeeesaansbeseeeeeesaannnnreneeeeenas 35-226
35.61 SHOW IP OSPF VIRTUAL-LINKS .eetttiiitttteeteeeeeaiittsseeteeesaasnbseeteaesesassnbeeeaeeesssnnbnneeeeeessasnnnrnneeeeeess 35-227
35.62 SHOW IP ROUTE PROCESS-DETAIL ....uuttttetteeesaiiitisreeteeesaasstseeeeaesssasssbeseeeeesssnsnsseeeaesssassnnnnneeesesns 35-228
35.63 SHOW IP PROTOCOLS ..ciieittetteeeeesaitste et e e e s e sttt et e e e s e ass e be e et e e e e e s sbe b e e e e e e e e e sanb b e re e e e e e e aannnnrnneeeeeeas 35-229
35.64 SUMMARY-ADDRESS. .....ciiuuttetteeeesaautnteeeteeesaaasarsseteteeasaas s be e et eaeesaasbebeeeeeeeaasnsbeae et eeesaannnnrnreeeeenas 35-230
35,85 TIMERS SPF ...iitttiitiee e e e ettt e e e e e sttt et e e e e e s s a b et et e e e 4 e as b bR e e et e e e e e s R R e b e et e e e e e e e n bR e re et e e e e e s b r e e e e e s 35-230
CHAPTER 36 COMMANDS FOR OSPFV3 ... 36-232
6.1 AREA DEFAULT COST ettiieiiiuttterteeessaausstseeteaessaasssssseetesasaasssbeseeeeeeeaasbebe e et eeeaaanbbese et eeesaannbrnneeeeeeas 36-232
6.2 AREA RANGE ....iiitttitete e et ettt e e e e e sttt e e e o4 e e s b et e e e e o4 ek b e e et e e e e e o R R R R e et e e e e e e e bR e e e et e e e e e nnn e e e eeeean 36-232
6.3 AREA STUB ...eieitieieeitieee e sttt e e st e e e st e e e e st e e e e st e e e sane e e e e aeE et e e e aR R e e e e e aR e e e e e aR et e e e ann e e e e e anreeeenanreeeenan 36-233
36.4 AREA VIRTUAL-LINK .etttetiiiuttteeteeeessatsteeeaeeesaasssssseeseesaaasssbsseteeesesassbsbeeeeeeeaasnsbnse et eeesaansnnrnneeeeenss 36-234
3.5 AB R-TYPE it iiiiiiittt ettt e e ettt e e e e e oottt e e e e e o e et e e e e e e R et e e e e e e R e et e e e e e e e b e e e et e e e e e nnrrrreeeeeaan 36-235
36.6 DEFAULT-METRIC ...tttttteeesaauttteeteaassaassstseeeaeessasssssseeteeesaasssbe e et e ee e e s s bebe e e e e e e aesanbbese et eeeeaannbrnneeeeenas 36-235
36.7 DEBUG IPVB OSPF EVENTS....uttttttteetiiutttreeteeesaaasstssetetesssaasnssseseaessaasssbeeeeeeesaansbeseeeeeessannnnrnneeeeeess 36-236
36.8 DEBUG IPVB OSPF IFSM ...uiittiiteeeeeaatsteeeeeeessaaibsseeeee e e s e asssbe e et e e e e e s sbn b e e e e e e e aesnbbnse et e e e e sannnnrnneeeeenas 36-237
36.9 DEBUG IPVB OSPF LSA ...iiiiitieiieeee ettt e e e s e s bttt e e e s e ass e et e e e e e s s b e b e et e e e e e e sanb b e ee et e e e s aannbreneeeeeeas 36-237
36.10 DEBUG IPVEB OSPF NFSM .....uttettteeeeiaitsteeeteaesaaasssssseeeesesaasssbsseteaessaasssbeeeeeesaasnsbeseeeeeessaannnnnneeeeenss 36-237
36.11 DEBUG IPVE OSPF NSM ....uuttteeteeeeeiaitsteeeteeessaasstssseesesssaassssssetesesssasssseeeteesaasnsbnaeeeeeesaaasnnnnneeeeeass 36-238
36.12 DEBUG IPVEB OSPF PACKET ...ttttttieeiiitttretteaesaaasatssseeteessaasntseeeeaessaasssbeseeeeesssnsrnseeeaeesaasnnnrnneeeeenss 36-238
36.13 DEBUG IPV6 OSPF REDISTRIBUTE MESSAGE SEND.....cccciiiuutttrieeeeeiaainrrreeeeesssasnnneeeeesssssnnnnneeesess 36-239
36.14 DEBUG IPV6 OSPF REDISTRIBUTE ROUTE RECEIVE ...ceieiiiiiitiieeeeeeeiaisiteeeeeeesssnnnnnneeeeessssnnnnneeesenns 36-239
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36.15 DEBUG IPVEB OSPF ROUTE ....tttttttteeiiutttreeteeessaasssssseeteessaasssseeteaesssasssseseseeesssssrsseeeeessaasnnnrnneeeeesss 36-239
36.16 IPVEO OSPF COST ..tttttiieeiiiuutrneteeeesaasetreeeaeesaaassbeeeeeaeeeaaass e be e et e e e e e s s b e b e e et e e e aasanbbeee et eeesaasnbrneeeeeenas 36-240
36.17 IPVEO OSPF DEAD-INTERVAL ....ccttttetiiitttteetaeesaaauatssseeteeesaassnbseeteaesssasbsbe e et eeesasnsbeseeeeeessassnnrnneeeeenss 36-240
36.18 IPV6 OSPF DISPLAY ROUTE SINGLE-LINE ...eiiiitiiutttreeteeesaaiitreeteeesssansreeeeeeessssnnnneeeeeessasnnnrnneeeeesss 36-241
36.19 IPVEO OSPF HELLO-INTERVAL ....cttiitiiiutttteeteeesaaaustssseeteeesaasnbsseteaesasasnnbe e et e e e s s snsbeneeeaeesaasnnnrnneeeeenas 36-242
36.20 IPVBO OSPF PRIORITY ..t iiiitittttteeaeeaaisstseeeeeesaasstsseteeeeasaasssbe e et e ae s e s sbe b e e e e e e e aaannsbese et eeesaannbrnneeeeenas 36-243
36.21 IPV6 OSPF RETRANSMIT-INTERVAL ....uttttiiieeeesisitttseeteeesaasstseeeeeesssassnbeeeeeeesssnnnsseeeeeessasnnnrnneeeeenss 36-243
36.22 IPVE OSPF TRANSMIT-DELAY ....ettitiiiiutttteeteeesaaauutssneeteessaassseeeteaesssasssbeseeeessssansreseeesesssasnnnrnneeeeesss 36-244
36.23 IPVEO ROUTER OSPF ..ciiiiiiiitteiteeaeeiaitstteeteeesaasabsse e e teeeaaass e be e et e e e e e s s b e be e et e e e e e sanbbebe et e e e e s nnbnnneeeeenas 36-245
36.24 MAX-CONCURRENT-DD .....uutttttteeeeeaaitntreeteeesaaasstssseeteeesaassbeeeteaesssasbebeeeeeeeeasnsbnseeeeeesaannnnrnneeeeeeas 36-246
36.25 PASSIVE-INTERFACE ......ciiutttetteeeeetatete et e e e s e aaib e et e ee e e s s asb e e et e e e e e s s b e b e et e e e e e e sans b e se et eeeeaannbrnneeeeeeas 36-246
36.26 REDISTRIBUTE ....ttttttteeeiiiittteeteaessaausssseeteeesaaassbsseeeteeesaass s be e et e e e e e s s b e b e et e e e e e e aanbbeee et ee e e s nnbrnneeeeeeas 36-247
36.27 REDISTRIBUTE OSPF ...ciiiiitttiteeeeeaatsteeeteeesaasibeseeeteeesaass s be e et e e e e e s s b e b e e et e e e e e snbbese et eeesaannbrnneeeeenas 36-248
36.28 ROUTER-ID .. itteeeeitteee e sttt e e sttt e e s st e e st e e s st e e e sa et e e e sas et e e s as s et e e s smn e e e e s amne e e e s anneeeesanneeeesannneeennn 36-248
36.29 ROUTER IPVB OSPF ...ceeiiiiiitieiieeeeeastste et e e e s e s bttt e e a4 s ass e et e e e e e s s b e e et e e e e e e aan b b e re et ee e e aannbreneeeeenas 36-249
36.30 SHOW IPVB OSPF ....ceiiieiiiittteeteeeesaaitsteeeteee s e s sbese e e eeeeaaass e e et e e e e e sa s b e b e et e e e e e e snbbese et e e e e e nnbrneeeeeeeas 36-250
36.31 SHOW IPVB OSPF DATABASE ....eetietiiuttttteteeesaaauttsssteteeesaassbseeteaesssasbabe e et e eeaasnsbeaeeeeeesaaannnrereeeeeeas 36-250
36.32 SHOW IPVB OSPF INTERFACE ...eetietiiutttretteeesaaauittsseeteessaasntsseteaesssasnsbee et eeesesnsreseeeaeessasnnnrnneeeeeeas 36-252
36.33 SHOW IPVE OSPF NEIGHBOR ....eetietiiuttiteeteeesaaauittsseetaeesaasnbsseteaesesasssbeeeeeeesssnnbnseeeeeesaasnnnnnneeeeenas 36-254
36.34 SHOW IPVB OSPF ROUTE ....ttttttteeeeiiitttteeteeesaaasstssseetesssaasssbsseaeaessaasnsbeeeeeeesasnsbeseeeeeesaaannnrnneeeeeess 36-255
36.35 SHOW IPVB OSPF REDISTRIBUTE ...uutttietteeessaiuittnreeteeesaasntseeeesesssasssseeeeeeesssnsnnseeeaesssasnnnrnneeeeesns 36-255
36.36 SHOW IPVE OSPF TOPOLOGY ...ettieeiiutntrerteeesaaautsnneeteessaasstsseteaesssaassssssesesesssassrsseeesesssasnnnnneseesss 36-256
36.37 SHOW IPVB OSPF VIRTUAL=LINKS .....uuittiieteeeeeiiittseeeteeeseasiteeeeeaesssasnnbeeeeeeesssnnnnneeeaeessasnnnnnneeeeeens 36-257
36.38 SHOW IPV6 ROUTE PROCESS-DETAIL ....tttttteestiuitttreeteeesaasntsseteeesssaasssseseseeesssssssseessesssasnnnnneeesess 36-257
36.39 TIMERS SPF ...iitttiittee e e e ettt e e e e e sttt e e e e s e s s e b e et et e e a4 e aR R e e e et e e e e e e R R e b e e et e e e e e an b b e e e e e e e e e e nnnrnreeeeeean 36-258
CHAPTER 37 COMMANDS FOR BGP AND MBGP4+ ..o 37-259
7.1 ADDRESS-FAMILY ....tttttteetaauttteeteaeesaaussseeeteeesaassbsseeeeeeesaass e b e e et e e e e e s s b e b e et e e e e aasansbebe et ee e e s nnbrnneeeeeeas 37-259
7.2 AGGREGATE-ADDRESS .....uutttetttteesiaittteeeteeesaaasabeeeeeteeesaass e be e et e eeeeaa s b e b e e et eeeaaan b bere et eeesaannnbrnreeeeenas 37-260
37.3 BGP AGGREGATE-NEXTHOP-CHECK ....uuttttttteessiiitttreeteeesaasstsseteaesssassssseseeeessssnnnsneeeaesssasnnnnnneeesesss 37-261
37.4 BGP ALWAYS-COMPARE=MED .....ceeittiiiututteeteeesaaauttseeeteessaasnsseeteaesssasnsseeeeeeesssansreseeeeeessassnnrnneeeeesss 37-261
37.5 BGP ASNOTATION ASDOT ...uuuittieteteesaautstreeteeesaaassrssseeteeesaasnbe e et eaeeesasbebeeeeeeeaasnnreseeeeeessaannnrnneeeeeess 37-262
37.6 BGP BESTPATH AS-PATH IGNORE ....cetiuttttttteeessaaiittsetetaeesaasnbseeteaesasasnebeseeeeeaasnnrnseeeaeessasnnnrnneeeaeeas 37-262
37.7 BGP BESTPATH COMPARE-CONFED-ASPATH ....cciiutttiitteeeiaaiitreeteaeeesansbeeeeeeesssnnnnneeeeeessasnnnrneeeeeenas 37-263
37.8 BGP BESTPATH COMPARE-ROUTERID.....uttttttteetiiuititreeteeesaasntseeteeesssassssbeeeeeeesssansrsneeeaesssassnnrnneeesesns 37-264
7.9 BGP BESTPATH MED ..cetiiiiiiuuttetteeeeeaauttteeeeeaesaassbsseeeaeeeaaass s be e et e eeeesa s b e be e et e e e aesnnbbeneeeeeeeaannbrnneeeeenas 37-264
37.10 BGP CLIENT-TO-CLIENT REFLECTION ...ttttttteeesiitttreetaeesaasntsseteeesssassssssseeeeesssannnssseesesssasnnnnneeesens 37-265
7. 11 BGP CLUSTER-ID ...ttttteeeiiiittteeteee e e s ettt e e e s e as bt e e et e e e s e asb e e et e e e e e s s b e b e et e e e e e e annb b e s e et e e e e s nnbnneeeeeeeas 37-266
37.12 BGP CONFEDERATION IDENTIFIER ... uutttttttteessaaitttreeteeesaasnbseeeeaesssasnnbeseaeeesssnnnnneeeeeessasnnnrnneeeeenss 37-266
37.13 BGP CONFEDERATION PEERS ...cetittiiuttttttteeessaauuttseeetesssaasstseetesesssasnsbeseeeessssnsbeneeeeesssassnnrnneeeeesss 37-267
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7. 14 BGP DAMPENING ...t ttteeettitttteeteeesssaststeeeteeesaassbeeeeeeeeeaaasb e b e e et e e e e e s s s be b e et e e e e s e annbbeseeeeeesaannbrnneeeeeeas 37-268
7. 15 BGP DEFAULT ...uuttttttteeesaauttteeteeeeeaastste e et e e e s e as st e s et e e e e e 4aamb bR e e et e e e e e e bR e e e et e e e e e e ann b bese e e e e e e e nnbnneeeeeeeas 37-268
37.16 BGP DETERMINISTIC-MED .....tttttteetiiitntieeteeesaaauitssseeteeesaassnbeeeeeaesesasbnbeeeeeeeassnsbeneeeeeesaannnnrnneeeeeeas 37-269
37.17 BGP ENFORCE-FIRST-AS .. .uttttttteetiiitttreetaeesaaassteseteteeasaasebeeeteaeseaasbebeeeeeeeassanbbereeeeeesaansnnreneeeeenas 37-270
37.18 BGP FAST-EXTERNAL-FAILOVER ....uttttttteeeeaaittteeeteeesaasibseeteaesasasnnbeeeeeeeassnsbeseeeaeeesasnnnrnneeeeenas 37-270
37.19 BGP INBOUND-ROUTE-FILTER . ..ccteettsuttttetteeesaaauittseeeteeesaasnbseeeeaesasassnbeeeeeeeassnsreseeeeeesaasnnnrnneeeeenas 37-271
37.20 BGP INBOUND-MAX-ROUTE-NUM ......uuttttitteeessaiitnnneeteessaasstsseseeesssasssbeeeeeessssnnnsseeeaesssasnnnnnneeeeesss 37-271
37.21 BGP LOG-NEIGHBOR-CHANGES ......cuutttititeeeseaiittteeeteeesaaiibeeeeeaeaesasnnbeeeeeeeassnnbeseeeeeesaasnnnrnneeeeenas 37-272
37.22 BGP NETWORK IMPORT-CHECK ...eiiiuuttitteteee s e ettt te e e s s sttt e e e e e sasnsb e et e e e s s snnnn e et e e e e aannnnnnneeeeeeas 37-272
37.23 BGP RFCLT7L-PATH-SELECT ..ettttetiiittttetteeesaaaittsreeteessaassbseeteaeeasaaba e e eeeeesesnnbereeeaeesaasnnnrnreeeaeeas 37-273
7. 24 BGP RFCLT 7 L-STRICT ceiiiuttteeteeeeeastsie et e e e s e st e et et e e e s e asb e e et e e e e e s s b e b e et e e e e e e annb b e e e et e e e e aannbrnneeeeenas 37-273
7. 25 BGP ROUTER-ID ...ttttttteeiiiiitteeteeee e s sttt et e e e s e as st e et e e e e e s e asb b e e et e e e e e s s b e b e et e e e e e e aansbese et e e e e e nnbrnneeeeenas 37-274
7. 26 BGP SCAN-TIME ....ttttteeeiiiuuttneteeeeesatsteeeeeeesaaassbeee e et e e e saass e be e et e e e s e s s b e be e et e e e eaansbese et eeeeaannbrnneeeeenas 37-274
7,27 CLEAR IP BGP ..iittttetteeeaaaiitt et et e e ettt e e a4 e e s bt ettt a2 a4 e aa bbb e e et e e e e e 1R b e e et e e e e e e aan b b e e e e e e e e e aannbbnneeeeeeas 37-275
37.28 CLEAR IP BGP DAMPENING .....ccttttetiiutttteeteeessaauutssseeteessaassbseeteaesssassebeeeeeeesssnnrnseeeeeesaasnnnrereeeeeass 37-276
37.29 CLEAR IP BGP FLAP-STATISTICS et tiutttteeteeeeeaaittsreeteeesaassbsseteaesasasnnbee et e aesssnnrnseeeaeessasnnnrnneeeeeeas 37-276
37.30 DEBUG BGP ..iitteieeeeeesa sttt e e e e e sttt e e a4 e s st e ettt e e e 4 e aa bR e e et e e e e e e R R R R e et e e e e e e e b e re et e e e e e annn e e e e e e s 37-277
37.31 DEBUG BGP REDISTRIBUTE MESSAGE SEND.......cutttttieeeiiiintrerteeessiannreeeeesesssasnsneeesesssasnnnnseeesess 37-277
37.32 DEBUG BGP REDISTRIBUTE ROUTE RECEIVE .....uutttiieieeesiiiitreeeeeeessassteeeeeeessssnnnneeeseessssnnnnneeeeesns 37-278
37.33 DEBUG IPV6 BGP REDISTRIBUTE MESSAGE SEND ....cctiiiiiiiuiirrieeeeeiaasitrreeeeesssasnnnneeeeessssnnnnneeesess 37-278
37.34 DEBUG IPV6 BGP REDISTRIBUTE ROUTE RECEIVE ....cetieiiiiiiiiieteeeeesasinireeeeeesssirnneeeaeessasnnnneeeeeees 37-279
37 .35 DISTANCE .. e ittt et e e e e ettt e e e e e o ettt et e e e s e o s R b e et e e e e a4 e as b b e e et e e e e e e R R R R e e et e e e e e e bR e e e et e e e e a e nnnr e e e e eee s 37-279
7. 30 DISTANCE BGP ....ttttttieeeiiiittteeteeeeeaaits ettt e e e s e sshb e e et et e e e aaas b b be e et e e e e e s R b e e e et e e e e e e annbbeee e e e e e s aannbrneeeeeeean 37-280
37.37 EXIT-ADDRESS-FAMILY ....uutttttttteeeiatttteeteeesaaasstsseteteeesaasssbe e et e e e e e sasbabeeeeeeeaasnbbeseeeeeessannnbrnneeeeenas 37-280
7.8 IMPORT MAP .....eitttiteiee et e ettt e e e e e sttt e e e e s e sk a b e e et et e e a4 e aR b bR e e et e e e e e e R b e b e et e e e e e e aanbbe b et e e e e e s nnbnneeeeeeean 37-281
37.39 IP AS-PATH ACCESS-LIST ..uuutttttteeetiaittteeeteeesaaassbssseeteessaasnbeeeteaeeesasbebeeeeeeeaa s nnrereeeeeesaasnnnrereeeeeeas 37-282
37,40 IP COMMUNITY-LIST 1ttttteiiiuttteeteeeessaitsteeeeeeesaassbe et e eeeesaass e be e et e e e e e s s b e b e e et e e e e e sanbbese et ee e e s nnbrnneeeeeeas 37-283
3741 IP EXTCOMMUNITY=LIST uuttttteeeeeaatttseeeeeessaasstsssteteeesaasssbeeeeeaessaasba b e e eeeeeaasnsbene et eeessannnnrnneeeeeeas 37-283
37.42 NEIGHBOR ACTIVATE ...eiiiiittettetaeeaatstet et e e e s e st et e e e e e s e ass e be e et e e e e e s s b e b e e et e e e e e aanbbe s e et eeeeaannbrnneeeeenas 37-284
37.43 NEIGHBOR ADVERTISEMENT-INTERVAL ...ccttieitiiitttteeteeesaasntseeteaesssaasnreseeaeesssnsnsseeesesssasnnnnnseeesess 37-285
37.44 NEIGHBOR ALLOWAS-IN.....ettttiteeeeeiaitsteeeteeesaaasstssseeteeesaasssbeeeeeae s e s sbe b e e eeeeeaaanbreseeeeeesaannnnreneeeeenas 37-285
37.45 NEIGHBOR AS-OVERRIDE ......0ettttietiiitttttetaeesaaauittseeeteeasaasebeeeeeaesesassereeeeeeeaaanbbereeeeeessannnnreneeeeeeas 37-286
37.46 NEIGHBOR ATTRIBUTE-UNCHANGED ......0etttieitiiuititreeteeesaaintsseteeesssasssbeeeeeeesssannnsneeeeesssasnnrnneeesesss 37-287
37.47 NEIGHBOR CAPABILITY ..iiiittitttteeeaaitsteeete e e s e aasits et e e e e e s s asss e e et e e e e e s sb e b e et e e e e aesnbbnre et e e e e sasnnnrnneeeeeeas 37-288
37.48 NEIGHBOR CAPABILITY ORF PREFIX-LIST .ettiiiiiiittttteteeesaaiitreeteeesssasnsreeeeeesssssnrnneeesesssssnnnnnneeesess 37-288
37.49 NEIGHBOR COLLIDE-ESTABLISHED .....uutttetteeesiaittrreeteessaasstsseeeeesssasssneseeesesssannnnseeesesssasnnnneneeesesss 37-289
37.50 NEIGHBOR DEFAULT-ORIGINATE ....eiiutttteeteeessaauitssseeteeesaasnbsseeesesssasssbeseteeesssannrnneeeaesssasnnnrnneeeeeens 37-290
37.51 NEIGHBOR DESCRIPTION ....tttttttteetiiittttteteeesaaasstssseeteessaassssseeesesssasssreseeeessssnsssseeeeesssassnnrnneeeeesss 37-291
37.52 NEIGHBOR DISTRIBUTE-LIST ..ettttetiiitttteeteeeseaaittsseeteessaasnbseeeeeesasasnnbeseteeesssnsbeneeeaeesaasnnnrnneeeeenss 37-291
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37.53 NEIGHBOR DONT-CAPABILITY-NEGOTIATE .....veuteueateseeateseeseeseeseeseaseasessessesssseessensasessessessessensenseneans 37-292
37.54 NEIGHBOR EBGP-MULTIHOP .....ttttttteteseeseeseeseeteseesteseesesseseasesseasessessessessensasessessessessensenseneenens 37-293
37.55 NEIGHBOR ENFORCE-MULTIHOP ....c.vtuttutesteseeseaseasesseaseseessessassasessessessessessessensasessessessessensenseneenens 37-294
37.56 NEIGHBOR FILTER=LIST ...uteuteutateateatesseseeseeseeseaseasesseaseseessesseseasesseasessensessensensesessessensessensensensenens 37-294
37.57 NEIGHBOR INTERFACE .....cuteutttateteteseeseeseeseeseaseasesseaseseessessaseaseaseasessesessensensasessessessessensensensenens 37-295
37.58 NEIGHBOR MAXIMUM-PREFIX .....vtttttteeesteseeseaseasesseasessessesseseesesseasessessesssssensessssessessessensensenseneans 37-296
37.59 NEIGHBOR NEXTHOP-SELF .....utettittteteeesteseeseaseasesseaseseessesseseasesseasessessesssssensesessessessessensensenseneans 37-297
37.60 NEIGHBOR OVERRIDE-CAPABILITY ...ttuttteuteseeseaseasesseatessessesseseaseaseasessessessessensessssessessessensensenseneans 37-297
37.61 NEIGHBOR PASSIVE ... veuveueeueaseateateateseeseeseeseaseaseasesseaseseessessassaseaseasessesessessensasessessessessensensensanens 37-298
37.62 NEIGHBOR PEER-GROUP (CREATING) ...vvrttteessiiuutterreeeessssnsntennsesesssassssesssseesssnsssssesseeessnmsssnseeeeens 37-299
37.63 NEIGHBOR PEER-GROUP (CONFIGURING GROUP MEMBERS) .....vvettatetetesieneeseeseaseeseaseseesseneeneenens 37-299
37.64 NEIGHBOR PORT ...uutiuteuteseaseaseasessessesseseeseeseeseaseasesseasessessessassaseaseasessensessensensasessessensessensenseneanens 37-300
37.65 NEIGHBOR PREFIX-LIST 1.tuteuteutateaseatesteseesteseeseaseatessesseseessesseseasesseasessensessessensesessessessessensensensenens 37-301
37.66 NEIGHBOR REMOTE-AS......ceueeuereatetesteseeseaseaseaseasesseasessesesseseaseaseasessessessensensessesessessessensensensenens 37-301
37.67 NEIGHBOR REMOVE-PRIVATE"AS ......eittittteieiieiiatesitatestesteteseeseaseasessessessessenseseasessessessessensensenens 37-302
37.68 NEIGHBOR ROUTE-MAP .....ceuieutatetetesteseeseeseeseaseasesseaseseessesseseaseaseasessensessensenseseasessessessensensensenens 37-303
37.69 NEIGHBOR ROUTE-REFLECTOR-CLIENT ...c.ttuteuteutatesseateseesseseeseeseaseasessessessessesseseasessessessessensenseneans 37-304
37.70 NEIGHBOR ROUTE-SERVER-CLIENT ....ttuttuteseeseeseasessesseseessesseseasesseasessessessessensesessessessessessensenseneans 37-304
37.71 NEIGHBOR SEND-=COMMUNITY ..ttuttttteeeseeseeseaseasesseaseseessesseseasesseasessensessensensesensessensessensensensensans 37-305
37.72 NEIGHBOR SHUTDOWN .....uteutttateteeteseeseeseeseeseaseesesseaseseessesseseasesseasessensessensensesessessensessensensensenens 37-306
37.73 NEIGHBOR SOFT-RECONFIGURATION INBOUND ......ccuvtteeeneeseeseaseaneasessessesseseensesessessessessessensenseneans 37-306
3774 NEIGHBOR SOO.....ueuteueeueeseaseaseasesseatessesseseeseeseaseasesseasessessesseseaseaseasessensessensensaseasessensessensenseneenens 37-307
37.75 NEIGHBOR STRICT-CAPABILITY-MATCH ....euveuteueeueateateateseeseeseseeseasessessessessessessesessessessessessensenseneans 37-308
37.76 NEIGHBOR TIMERS ...v.vtuteuteseaseasessestessessesseseeseaseasesseaseseessessessaseaseasessensessensensesessessensessensensensanens 37-309
37.77 NEIGHBOR TIMERS CONNECT ..ttttttteteseeseeseeseasesseaseseessesseseaseaseasessensesssssensesessessensessensensensenens 37-309
37.78 NEIGHBOR UNSUPPRESS MAP........utttteteseeseeseaseasesseasessessesseseasesseasessessessessessesessessessessessensenseneans 37-310
37.79 NEIGHBOR UPDATE-SOURCE ......tttttetetesteseaseaseasessesseseessesseseaseaseasessessessensensasessessessessesensensenens 37-311
37.80 NEIGHBOR VERSION 4 .....ueutetieteateatesteseeeeseeseeseesesseaseseetessaseeseaseasessesesseneenseseaseasenseseensenseneenenns 37-311
37.81 NEIGHBOR WEIGHT ....vtuteueeseaneatesseatesteseeseeseeseeseetesseaseseeseesseseaseaseasessesesseseenseseasesseaneneensenseneanenns 37-312
AR S 2N = ATV TS (=1 €1 = TSR 37-313
37.83 REDISTRIBUTE (BGP) ....iiiieiieie ettt e et et e e e e st e e e e e e e st ae e e e e e e s nnnnnnnnneeeeeas 37-313
37.84 REDISTRIBUTE OSPF ...eutiuteutastateateatestesseseseeseaseasesseaseseessessassaseaseasessessessensensesessessensessensensensenens 37-314
37.85 REDISTRIBUTE OSPF (MBGPAH) .. ..ttt e ettt e e e e e s st an e e e e e e s s nnnnnnneeaeee s 37-315
37.86 ROUTER BGP ..uvttitesteneeseeseaseasesseateseensessaseeseaseasesaeasessessesseseaseaseasessensesseseensaseaseaseasensensenseneanenns 37-315
37.87 SET VPNVZA NEXTHOP ....veuteutetiateateatesteseeseeseeseaseasessesseseesesseseasesseasessensessensenseseasessessessensensensenens 37-316
B7.88 SHOW IP BGP ...uvititeeeneesieseeseateaseateseeseeeeseeseaseebesseaseseeseeseeseeseaseebese e e e e eneeneaseareebeeeeneensenseneane e 37-317
37.89 SHOW IP BGP ATTRIBUTE=INFO .....ttttteeesteseeseaseesessesseseessesseseaseaseasessessessessesseseasessessessensensenseneans 37-318
37.90 SHOW IP BGP COMMUNITY ...vtutttteteteseeseeseeseaseasesseasessesesseseaseaseasessensessensenseseasessessessensensensenens 37-318
37.91 SHOW IP BGP COMMUNITY=INFO ....ttuttuteeenteseeseaseasessesseseessesseseesesseasessessesssssensessssessensessensensenseneans 37-319
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37.92 SHOW IP BGP COMMUNITY=LIST 1.tttttteneeseeseeseeseasessesseseessesseseeseaseasessessessensensessssessessessensensenseneans 37-320
37.93 SHOW IP BGP DAMPENING. ...t tttteteteeeseeseeseaseasesseaseseesesseseaseaseasessensessensensesessessessessesensensenens 37-320
37.94 SHOW IP BGP FILTER-LIST c.eutettetertestestestesteseeseaseasessesseseessesseseasesseasessessessessensesessessessessensenseneeneans 37-322
37.95 SHOW IP BGP INCONSISTENT-AS .....e.vetereeseeseeseaseasesseaseseessesseseasesseasessessessessensesessessessessensensenseneans 37-323
37.96 SHOW IP BGP NEIGHBORS ... ttteteteteseeseeseaseaseasesseaseseesesseseaseaseasessensessensensesessessessessensensensanens 37-323
37.97 SHOW IP BGP PATHS ....vtuteueeueateatesteatesteseeseeseeseaseesesseaseseessesseseaseaseasessesesseseeneaseasessensensensenseneenenns 37-324
37.98 SHOW IP BGP PREFIX-LIST 1.uteutatttetesteseeseeseeseaseasessesseseessesseseasesseasessessesssssensasessessessessensensenseneans 37-325
37.99 SHOW IP BGP QUOTE-REGEXP........utttteteseeseaseaseasesseaseseessesseseaseaseasessessessensensasessessessessessensenseneans 37-326
37.100 SHOW IP BGP REGEXP .....ceututteteatesteseeseeseeseaseasesseaseseesessessaseaseasessensessensensesessessensessesensensanens 37-327
37.101 SHOW IP BGP ROUTE-MAP .....ccttittteteeenteseeseaseasesseaseseessesseseeseaseasessessesssssensesessessessessensensensenens 37-327
37.102 SHOW IP BGP SCAN ....uteueeueeseasesseateseeseesseseeseaseasesseasessessessaseaseaseasessesessensenseseasessessessensensensenens 37-328
37.103 SHOW IP BGP SUMMARY .....eutteteteteeeseeseaseeseasessessessesessaseaseaseasessensessensensasessessessessensensensenens 37-328
37.104 SHOW IP BGP VIEW ....vtuveueeueateateateateseeseeseeseeseaseaseseeaseseessesseseaseaseasessensessensensaseasessessessensensansanenns 37-330
37.105 SHOW IP BGP VIEW NEIGHBORS .....vtuteteuteseeseaseasesseateseessesseseaseaseasessensessessensesessessessessessensenseneans 37-330
37.106 SHOW IP BGP VRF ...uveuveueesiaseateaseateseeseeseseeseaseasesseaseseessesseseaseaseasessensensessensasessessensessensensansanens 37-331
37.107 SHOW IP BGP VPNVZ .....uiuieiieteateetesteseeeeseeseeseeteseesteseetesseseeseaseatessense s eneeneeseaseasenteneeseneeneeneans 37-333
37.108 SHOW IPVE BGP REDISTRIBUTE «..vuvtutestesteseeseaseasesseaseseessesseseeseaseasessessessessensesessessessessessensenseneans 37-333
37.109 TIMERS BGP...uvtttteeeneeseaseaseasesseatesseseesseseeseaseasesseaseseessessaseaseaseaseseenseseeneeneaseaseasenteneensenseneanens 37-334
CHAPTER 38 COMMANDS FOR BLACK HOLE ROUTING........cccuiiiiiiiieeiieeeieeeea 38-1
< 30 = To T 1 = N T PRSP 38-1
S Y 3 Lo TU = T 0 RSP 38-1
CHAPTER 39 COMMANDS FOR GRE TUNNEL CONFIGURATION ......cccovvvviiieeennn, 39-2
39,1 DEBUG GRE «..vuvttttetetenteseeseeneaseasessessessesseseeseeseaseaseatesseneeseeseeseeseebeaseebene et eneeneaseaneeteeeente e enseneeneens 39-2
39,2 IP ADDRESS -..ttetttestetesteseeseeneaseaseasessease e et an e e Rt b e R e ke e et et e R £ e R e e Rt Rt ARt ke R et et e Rt e R e Rt Rt e e te et et et eneenn 39-3
Lo T BT L0 T 1 =SSP 39-3
39,4 IPVEB ADDRESS .....vtutttetesteseeseeneeseaseatestesseseseaseeseateaseateseenee e es e eseaseebeeR e beee e e e n e e Rt e Rt e Rt eRe e e te et et eneens 39-4
LS TN Y 3 1o TU 1 SRS 39-4
39.6 LOOPBACK-GROUP (GLOBAL) ..tttttteesiiiutttieeeeeessiasteteseeaeessaasssseeseeesssanssssssessesssaassssssneesessanmsssenneeeenns 39-5
39.7 LOOPBACK-GROUP (PORT) ..utttutitteetsiiituteeereeesssasteseeeseeessaassssessseesssanssssssessesssnmssssseeesesssnmssssnseeeenns 39-5
39.8 LOOPBACK-GROUP (TUNNEL INTERFACE) ...veuvtueeueateateateseeseeseeseeseesensessessessensessessasesseasessessessensensensanes 39-6
39.9 SHOW GRE TUNNEL «...t.ttuteueeseeneasesseesessessesseseeseeseasessessessessessessesessessessessesssnsensessnsessessessensensensensaseanes 39-7
39.10 SHOW INTERFACE TUNNEL ....uttttttetesteseeeeseeseeseasessessesesseseeseaseasessessessensessessasessessessessensensenseseanes 39-7
39.11 TUNNEL DESTINATION ... .teuteuteueaseatetessessesseseeseeseesesseasessensesseseeseaseasessessessensensessasessessessensensensensaseanes 39-8
39.12 TUNNEL MODE GRE IP......euteuteutateattatestesteseeseeseeseaseaseasessensessesseseaseasessesseseensensessasessessessensessensensesennes 39-8
39.13 TUNNEL MODE GRE IPVB .....ueeutetetetestesteteeeseeseesesseatessessessesseseasessesseaseseensesseseaseasessessessensensenseseanes 39-9
39,14 TUNNEL SOURCE ... ttuteuteueeseeneeseaseasessessesseseaseeseasesseasessessessessessaseasessensessensensessasessessessensensensensaseanes 39-9
CHAPTER 40 COMMANDS FOR ECMP ....ciiii e 40-11
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A0.1 LOAD-BALANCE .....c.vviutetteieieese e ee et se e se s se e s e e e e bt se s s e e e st e e se et ee e n e 40-11
40.2 MAXIMUM-PATHS ..ottt e e e e ee e e ee e 40-11
CHAPTER 41 COMMANDS FOR BFD ....ccciiiiiiiiiiiiiiiiiiieeiiiieeeiieeeeeeeee s 41-1
41.1 BFD AUTHENTICATION KEY ....tutttiuietietieseaseie et se e e sess e se s e st e s sess e seeneseennnas 41-1
41.2 BFD AUTHENTICATION KEY MD5 ....uviiiiiiiiieiiiesie et 41-1
41.3 BFD AUTHENTICATION KEY TEXT ...ututtiiiueeaseiesesseteesesessessse s ssesess e s s sesse e e sesseseseesnnns 41-2
AL.A BFD ECHO ..eeeviaiieeie ettt ettt ettt e 41-3
41.5 BFD ECHO-SOURCE-IP ...ttt ettt 41-3
41.6 BFD ECHO-SOURCE-IPVB ...ttt 41-4
A1.7 BFD ENABLE ...ttt ittt e ettt e se ettt eeen e 41-4
AT.8 BFD INTERVAL ....ucuvitieeeteeeeseesese e e sese e e s se e st e e e s s s e s s s e se s e e e st e se s e e s e e e n e eenenas 41-5
41.9 BFD MIN-ECHO-RECV-INTERVAL .....cutttiuiuiiteiiesetesesesessess e sessseses e e s sessess e s sesssesseneseesnnns 41-6
A1, 00 BFD MODE .....outueaeatieeee et ee et e e e s ettt se ettt 41-7
A1, 11 DEBUG BFD...cueueeiiiiese e e ee ettt sttt e e 41-7
41,12 1P OSPF BFD ENABLE .....cuuiuiiiiieeete ettt ettt 41-8
AT 13 1P ROUTE BFD ...ucuvuviiieeieeeieseeseieesee e es et e e s e et seen e nnnas 41-8
41,14 IPV6 OSPF BFD ENABLE ......cutttiuietieteeses e ie et s se s e et e e se et ess e e 41-9
41.15 IPV6 OSPF BFD ENABLE INSTANCE=ID ....utuvuttiiieeeteeeiese e ses et 41-10
A1.16 IPVE RIP BFD ENABLE ....c.otiuiiittiieeete et e 41-10
AL.17 IPVE ROUTE BFD ....coouiieaiiiiiesteieiesesee et se s s et 41-11
AT L8 NEIGHBOR ......eueeeieie ettt ettt s ettt ettt 41-11
AT 19 RIP BFD ENABLE ..ottt ettt sttt et 41-12
41.20 SHOW BFD NEIGHBOR .....c.vuuittiiieseaieieeseaseseesse s e sessess e sessese e e sess s ee et e e st se s s seseeneeens 41-12
CHAPTER 42 COMMANDS FOR BGP GR .....coiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiee 42-1
42.1 BGP GRACEFUL-RESTART ....ooutttiiietateteesse e e st e e e e st see e et se et se e 42-1
42.2 BGP GRACEFUL-RESTART RESTART-TIME......cctutttitiuieeteieaes et sesseseiese s seseeseess e seesssnensnenas 42-1
42.3 BGP GRACEFUL-RESTART STALE-PATH-TIME .....c.vuitiuiiieteiiiesseiee e eie s e s 42-2
42.4 BGP SELECTION-DEFERRAL-TIME .....c.vttiuetteiieteteseseseeseseses e e s sese e e sesse s e ness e ssenesnesnnas 42-2
42.5 NEIGHBOR CAPABILITY GRACEFUL-RESTART ....c.cvitiuiiiteiieseteie s sese e s seseenseeennas 42-3
42.6 NEIGHBOR RESTART-TIME ......uvtutiuraettetieseesesesessesesesessssesse s sesssesessess e ssesesesesessese s ssesesssesessesnesnanns 42-3
CHAPTER 43 COMMANDS FOR OSPF GR .....cciiiiiiiiiiiiiiiiiiiiiiiiiieiieeeeeeeee e 43-1
43.1 CAPABILITY RESTART GRACEFUL ....vuvutiiaetieieeteteie e ese e et eis e see e 43-1
43.2 DEBUG OSPF EVENTS GR ...c.uiuiutatiieetesieseesesessssesesesessssessessesesssessessssssssssess s sessessssessesssessssessnnnanns 43-1
43.3 OSPF GRACEFUL-RESTART GRACE-PERIOD. ......c.vttiuietteieiesreieaesessesesesesse s sessssesess s sessesssnsesnanas 43-2
43.4 OSPF GRACEFUL-RESTART HELPER MAX-GRACE-PERIOD ........ocuiiiiiiiieseeieeseseeieesesnenesseseessneesnenns 43-2
43.5 OSPF GRACEFUL-RESTART HELPER NEVER .....cutttitiiiiieteiiesie e seensnnsnnas 43-3
A3.8 SHOW IP OSPF ....cuviiiiee ettt ettt e ettt e e e n e 43-3
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43.7 SHOW IP OSPF GRACEFUL-RESTART ..ttttttttttttttttttetttetetetetetetetetetetetetetetetetetetetetetetetetetetetetetetetateteeen 43-4
CHAPTER 44 IPV4 MULTICAST PROTOGCOL ...ttt 44-6
44,1 PUBLIC COMMANDS FOR MULTICAST c.ttttiitttieieietetetetetetetetetetetetetetetetetetetetetetetetetetetetetetetetetetereterereen 44-6
A4, 1.1 SNOW QP MFOULE. ..ottt oottt e e e e ookttt e e e e e e n b bt et ee e e e e aannaeeeeeeaeeaannnteeeeaeeeeannsbeeaaaesaannnnens 44-6
44.2 COMMANDS FOR PIM-DIM ... ..ttt ettt e et e e e e e e s r e e e e e s s nnb e e eeeeeeas 44-7
N o (=T o0 Lo o1 4 I ] 0 1= T Y- | U ERT PO URPTRIN 44-7
o (=] 10T W o141 (] 0 0 1= T ] o AU EU TP SRR 44-7
e T o T o ] (01U (= TR RT RO URPTRIIN 44-8
N T o T o1 4 I 0] g o o] o = P ERT PO URPTRIIN 44-9
N T o Y o] 1 e (=T Y= g o Lo [ RUT RO URPTRIN 44-9
N T o T o] 1 o [ o] T 1 AU TP URRTPN 44-10
S AT o X o1 I = (od [0 T (SR 01T o T P U TSP URRTP 44-10
44.2.81p PIM NellO-NOIAIME ...ttt e e et e e e e e e et e e e e e e e e anntbeeeeaeeaaaan 44-11
44.2.9 0P PIM NEIO-INTEIVAL ... ..ottt e ettt e e e e ekt e et e e e e e e nntbe e e e e e e e e anntbeeeaaaaaanan 44-12
44.2.10 1P PIM MUIICAST-TOULING ...ceeteei ettt e ettt e e e e sttt e e e e s s e nbe e e e e e e e s e e nnebeeeaaeeeaannsbneeaaaaaannn 44-12
44.2.11ip PIM NEIGNDOT-FIILET ...ttt e e e e et e e e e e e e e anntbeeeaeaeeaaan 44-13
S A T o I o] IR eo] o T= T o To ] (o [ S PU RPN 44-14
44.2.13 ip pim state-refresh origination-INtEIVAl .............ooo i e 44-14
44.2.14 ShOW iP PIM INTEITACE ...ttt e e e ettt e e e e e e e et e e e e e e e e e annebeeeaaaeeaaan 44-15
44.2.15 show ip pim Mroute ENSE-MOME .......coeiuiiiiieee ettt et e e e et e e e e e e e s anebe e e e e e e e e anrbeeeaaaaaaaan 44-15
44.2.16 ShOW iP PIM NEIGNDOT ...ttt e e e ekttt et e e e s e et e e e e e e e e e annrbeeeaaaaeaaan 44-17
44.2.17 SNOW iP PIM NEXENOP ...ttt e e e e ettt e e e e e e e nbe e e e e e e e e aanntbeeeaaeeeaanntbeneaaeaaannn 44-18
44.3 COMMANDS FOR PIM-=SM ....coiiiiiiiiiiiiiie ettt e e e e e e e e e e e e e e e e e e e e e eaees 44-19
44.3.1 Clear ip PIM DI IP-SEL. ... ittt e e ettt e e e e e ettt e e e e e e e e nntb e e e e e e e e e antbeeeaaaeaaaan 44-19
e B2 o (=1 10T o] 4 I =1Y/= 0 | AP E TSP URRTPN 44-19
G e o (=] 10T I o1 4 10 0 ) (TP E RPN 44-20
G B o [T 10T I o1 4 1 0 11 TP U TSP 44-20
44.3.5 debug PIM NEXENOP ... .ottt e e ettt e e e e e et b e et e e e e e e nnt b e e e e e e e e e antbeeeaaaeaaan 44-21
G A G o [T 10T I o] 4 18 0 ] 1 [P E RPN 44-21
44.3.7 debUQ PIM PACKEL....... ettt et e e e ettt et e e e e e e s bbbt e e e e e e e e nntbe e e e e e e e e anntbeeeaaeeaaaan 44-22
44.3.8 AEDUQ PIM STALE ...eiiiiiiiieiieii ettt e e e ettt e e e e e e atb et e e e e e s e e s bt bt eeeaeeaanntbeeeaeeeeeannrbeeeaaeeaaan 44-22
G e o (=T 10T I o] 4 1 1] 0 = U TSP UPRTPN 44-23
e O I To I 0 1 (o 11 (=P E PSPPSR 44-24
44.3.11 ip multicast unresolved-cache aging-tiMe ..........ooo i e 44-25
N A T o I o[ g I= (ool =T ) o (=T 1) (=] P PU PSPPI 44-25
T e R To I o ¢ I ] o] o = PR RO USRTRN 44-26
44.3.14 1P PIM DSI-CANTIAALE ........eeiieeeeee ettt e e e ettt et e e e e et et et e e e e e e s e nnebeeeaaeeeaannsbeeaaaaaaannn 44-26
44.3.15 ip pim CISCO-regiSter-CRECKSUM ........oi e e e et e e e e e 44-27
G (G To I o]0 ¢ I e [ o] o] 1 1Y/ PP E PO 44-28
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S A To I o] I =2 (ol [0 [ o = o o TSR T OO 44-28
44.3.18 ip PIM hello-NOIAtME ...ttt e e et e e e e e e et bee e e e e e e aan 44-29
44.3.19 1P PIM NEHO-INTEIVAL ...ttt e e e e ettt et e e e e e et e e e e e e e e e anntbeeeeaaaeaaan 44-30
44.3.20 1P PIM IgNOTE-TP-SEE-PIIOTILY ...t ee e ettt ettt e e e e sttt e e e e e s s e ebebeeeeaeeaaannebeeeaaaeeaantbeeeaaaaaannn 44-30
e T R To I o 1 0 (1411 TP E RSP URRTRN 44-31
44.3.22 1P PIM MUIICAST-TOULING ...eeeeeei ettt e ettt e e e e sttt et e e e e s e e sbe e e e e e e e s aannebeeeaaeeeaannsrneeaaaaaannn 44-32
44.3.23 1p PIM NEIGNDOT-TIILEE ... ettt e e e s et e e e e e e et beeeeaaeeaaan 44-32
44.3.24 1p PIM regiSter-rate-liMil....... ..o oot e e et e e e e e e e et e e e e e e e e e anntbeeeaaaeeaaan 44-33
44.3.25 ip pim register-rp-reachability .......... ..o e e e et e e e e 44-33
A4.3.26 1P PIM FEQISTEI-SOUITE. ... eetieeiiittteeeeae e e ettt e e aeees e tteeeeaaeasaaatbeeeeaaeasaanaeeeeeaaesaaasnsbeeeaaeeaaanntbeneaaaeaannn 44-34
44.3.27 1P PIM FEQISTEr-SUPPIESSION ...ieitiiieee e ettt e e e e e ettt e e e e e e s e tbeeeaaaeasaanneeeeeaaesaaannebeeeaaeeaaannsbeeeaaaeaann 44-35
44.3.28 1P PIM FP-AAAMESS ...ttt e e e e ettt e e e e e e et bee e e e e e e s aaanbeeeeeaaeeaaannebeeeaaeeeaanntbeeeaaaaaannn 44-35
44.3.29 1P PIM IP-CANAIAALE ......eeeeeiiee ettt oottt e e e ettt e e e e s s e s bt e e e e e e e e aanneaeeeaaeeeaannsbeeeaaaaaaann 44-36
44.3.30 1P PIM FP-TEYISTEI-KAL ......eeeieieiete ettt e e ettt e e e e e e et bbbt et e e e e s e nnebeeeaaeeeaanntbeeeaaeaaaann 44-37
G R To I o] [ (IR eo] o 1= oo (o [ SRR URRTPN 44-37
44.3.32 1P PIM SPAISE-MOUE. ... .eeeeiieee ettt e e e e ettt e e e e e e e tbeeeeaaaasaaatbeeeeaaeasaansaeseeeeaeeaaannsbeeeaaeeaaanntbnneaaeeaann 44-38
44.3.33 SNOW i PIM DSF-TOULET.......ciiiei ettt e e e ettt e e e e e e bbb e e e e e e e s e nntaeeeaeeeeaannsbeeeaaeaaaaan 44-39
44.3.34 ShOW iP PIM INTEITACE ...ttt ettt e e e ettt e e e e e e e et e e e e e e e e e anntbeeeaaaeeaaan 44-39
44.3.35 Show ip PiM MrOUtE SPArSE-MOUE .....cciiiieiiiiieee ettt e e e ettt e e e e e et e e e e e e e e nneaeeeaaaeeaannsbeeeaaaeaaaan 44-40
44.3.36 SNOW iP PIM NEIGNDOT ...ttt e e e e ettt e e e e e e e e nnt e e e e e e e e e annsbeeeaaeaeaaan 44-41
44.3.37 SNOW iP PIM NEXENOP ...ttt e e e e ettt e e e e e e e e bab b e e e e e e e e e nnebeeeaaeeeaanntbeeeaaaaaannn 44-42
44.3.38 ShOW iP PIM FP-NASK ...ttt e e e ettt e e e e e e e et e e e e e e e e e anntbeeeaaaaeaaan 44-43
44.3.39 SNOW i PIM FP MI@PPING +.ettieeieiiiiiieeea ettt e e e e e s teee e e e e e e s aaatbeeeeaaeasaasneeeeeaaeeaaanneseeeaaeeaaannsbeeeaaaeaann 44-44
44.4 COMMANDS FOR MSDP CONFIGURATION ....cettttttiiteietetetetetetetetsteteteteteteteteteteteteteteteteteteteteteteeeeen 44-44
44.4.1 CACNE-SA-NOIOIIME. ...t e e e e e 44-44
Y ot Yo g[S B £ = (] 1 o TP PURR PRI 44-45
Gl ot Lol [ R: B v= | (=TT PRSPPI 44-46
N o (=TT g 0 Yo [ oI o= TP U PPN 44-46
44.4.5 Clear MSAP SA-CACKNE .........eiiiie ettt e e e e ettt e e e e e e e e s bt e e et e e e e e e nnebeeeaaeeaaannsbneeaaaaaaann 44-47
A4.4.6 Clear MSAP STALISTICS ......uueieeiieee ettt e ettt e ettt e e e e s ettt e e e e e e e annabe e et e e e e aannebeeeaaeeeaannsbnneaaaaaannn 44-47
T ] o g [=Tod eEcT o1 (o] PRSP ORI 44-48
A4.4.8 debUG MSAP @ll...eeeiiiee ettt e e e ettt et e e e s et bbb e e e e e e e e e nnebe e e e e e e e e antbeneaaaeaaan 44-48
Ve o [T o0 [ o g 1o o I A=Y oL £ P U PSPPSR 44-49
44.4.10 debug MSAP IEEE ...ttt e e e e ettt et e e e e e et e e e e e e e e e annrbeeaeaeeeaaan 44-49
i o (=T o 0T I o g 1o | 0 £ 0 D TP U PRSPPI 44-50
44.4.12 debug MSAP KEEPAIIVE .......ooo ittt ettt e e e e e et e e e e e e e e nntbeeeaeeaeaaan 44-50
i e o (= o T8 To T g Yo [ o I 1) P U RPN 44-51
44.4.14 debDUQG MSAP PACKEL . ...ttt e e e e sttt e e e e e s e e bttt et e e e e e e mnebeeeaaeeeaannsbeeeaaaaaanan 44-51
¥ LR o (= o 10 o g g Yo o o 1= =] P U RO URRTRN 44-52
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A4.4.16 deDUG MSAP TIMET ..ot e ettt e e e e e s tb ettt e e e e e e aab b e et e e e e e e annebeeeaaaeeaanntbnneaaaeaannn 44-52
N o (= o VU 1L B o] 01T TP E TR URRTP 44-53
N o (=2 Yo ] ] o] o PO PU TP URRTR 44-53
N R (| e o T=TT o o o = TP ET OO 44-54
N O g 1=T] o {0 T o TP U TP 44-54
N o 1T [ = (T o TP U RO 44-55
QA L. 22 PBEI . 44-56
A B {=To 1151 1] o1 U (= PP PURR PRI 44-56
(=T g [0 (== PRSP ORI 44-57
N SR (01U 1 (=] g 41T | o TP E RPN 44-58
BA.4.26 SB-TILET ..o e e e R e a et e s 44-58
QA A.27 SA-TEUUESE .....coiiiiiei ettt ettt 44-59
A4.4.28 SA-TEQUEST-TILEN ..ottt e oottt e e e e e ettt et e e e e e e nntb e e e e e e e e e anntbenaaaaaeaaan 44-60
44.4.29 ShOoW MSAP GIODAL ...t e ettt e e e e s e et e e e e e e et e e e e e e e e an 44-60
44.4.30 show mMSAp 10CAI-S-CACNE..........eeiiiie e e et e e e e e 44-61
e R [ Y 4 IS | o o 1= TP E TSR 44-62
44.4.32 ShOW MSAP SA-CACKE ..ottt ettt e e e e e et e e e e e e e e nntbeeeaaeeeaaan 44-63
44.4.33 show mMSApP SA-CACNE SUMIMAIY ......coiiiiiiiiiiii ettt ettt e e e e e e e e e e e e e e e e e annebeeeaaeaaaaan 44-65
44.4.34 SNOW MSAP SEALISTICS .....eeeeieeei ittt e e e e ettt e e e e e e e bbb e e e e e e e e e mntbeeeaaeeeaanntbneaaaaeaaann 44-66
44.4.35 SNOW MSAP SUIMMIBIY ....eeiiiieeieiitiiie e e e e et et e e e e e e e e tbee e e e e e e s aaatbeeeeeaeasaannesseeaaaesaaannsbeeeaaeeeaannsbeneaaeeaannn 44-67
G 1V (6 [0 11/ o PP PURR PRI 44-67
Ry A 1 0] €] o o PP PURR PR 44-68
44.5 COMMANDS FOR ANYCAST RP VA ...ttt e e 44-69
44.5.1 debUQ PIM @NYCAST-TP ...uetieeiieeiiiiiti it e ettt e e e e e ettt e e e e e s s tbeeeeeaeasaanbeeeeaaaeeaaanneseeeaaeeeaannsbnneaaeeaannn 44-69
T o o1 g I= 10} Vo= L] o 1 o TP U TP URRTRN 44-69
R T o T o] =10 Vo= L] o 1 o P E RO UPRTRN 44-70
44.5.4 ip pim anyCast-rP SeIf-rP-A0UrESS.....ccoi ittt r e e e e e e e e e e e e 44-71
44.5.5 0P PIM IP-CANAIAALE ... ..ottt e e e e ettt e e e e e s e e s bbb e eeaaeeaanntbeeeaaeeeaannsbneeaaaeaaann 44-71
VSN ] o To )Y [T o TU Lo o T g T I o 1o P U RSP URRTRN 44-72
44.5.7 show ip pim anycast-rp firSt-NOP ......coooi i e 44-73
44.5.8 show ip pim anycast-rp NON-fIrSt-NOP ......c.eeiiii e 44-73
44.5.9 ShOW ip PiM @NYCASE-IP STALUS ... ..eeeiiieeieiieiie ettt e e e ettt e e e e e ettt e e e e e e s e nneeeeeaaeeeaannsaeeeaaaeaaans 44-74
44.6 COMMANDS FOR PIM-SSM ...ttt ettt e e s e e e e s s e e e e e e e e snnne e 44-75
o AT o I o g 1WA o PR TP USRI 44-75
44.7 COMMANDS FOR DVIMRP ...ttt e e e e e e e s 44-76
Sy o (=1 T o 1Y/ o ] o PP U TP USRTR 44-76
o T Mo AV 41 o =T ¢ F= o] = P U RO URRTPN 44-77
Ny T o o AV 01 o I o 0= £ o TP U TP URRTPN 44-77
A4.7.4 1P AVMIP MUIICAST-TOULING .. ceeee ittt e ettt e e e ettt e e e e e e kbt et e e e e e e e e nnebeeeaaeeeaannsbneeaaeaaaann 44-78
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44.7.5 ip AVMIP OULPUL-TEPOI-AEIAY ... ettt et e e e e e e e st e e e e e e e e annbneeeaaeeaan 44-78
A4.7.6 P AVIMIP FEJECE-NON-PIUNEES ...ttt eee e e ettt eaa e e e e ateeeeeeaeasaaatbeeeeaaeasaaseeseeaaaesaaannesneeaaeeeaannsbeneaaaeaann 44-79
oy AT o AV 01 o IR (8] ] = U TP UPRTRN 44-80
A S ] 0 To 1V AT o I 0 AV o o P U TR URRTPN 44-80
44.7.9 ShOW ip AVMIP INTEITACE ....eeiiiiieeeeei ettt e e e et e e e e e e e et e e e e e e e e e anntbeeeeaeeeaaan 44-81
44.7.10 ShOW ip AVMIP NEIGNDOT ...ttt ettt e e e ettt e e e e e s e et e e e e e e e e e annsbeeeaaaeeaaan 44-82
A4.7.11 SNOW QP AVIMIIP PIUNE «...eeeeee e ettt e ettt e e e e e e ettt e e e e e e o antbeeeeaee e aannaeeeeeaaeeaamnebeeeaaeeeaannsbneeaaaeaannn 44-82
A4.7.12 SNOW I AVIMIID FOULE ......eeeeii ettt e ettt e e oo ettt e e e e e e atbee e e e e e e e aansbeeeeeeaesaannebneeaaeeeaannsbneeaaaaaannn 44-83
44.8 COMMANDS FOR DCSCM....ccciiiiiiiiiiiiieeeeee ettt ettt ettt ettt et et et et e e e e e e e e e e e e e e e e e aeaeaaaaaeaeaeees 44-84
44.8.1 access-list (Multicast Destination CONLIOI) ..........ooiiiuiiiiiie e et ee e e e e 44-84
44.8.2 access-list (Multicast SOUICE CONLION) ... ...uiiiiieeiiiiiie ettt e e et e e e e e e e e snteeeeaaeeeaaan 44-85
44.8.3 ip multicast destination-CONrol ACCESS-OIOUP ......ciiuuuriieeeeesaiiiiieee e e et e e e e e e e eneie e e e e e e e s anereeeeaaaeaas 44-86
44.8.4 ip multicast destination-control aCCESS-groUP (SIP) .--«veeeeeeeeraauurmreeeaaraaiieeeereaesaaaneneeeeeeeaaanereeeeaaaaaas 44-87
44.8.5 ip multicast destination-control aCCeSS-group (VMAC) ....cceeeiiiurrrieeeaaiiaiiiieeaaaeeaaeeieeeeee e e s anereeeeaaaeaas 44-88
A44.8.6 0P MUILICAST POLICY ..ottt e oottt e e e e e ettt e e e e e e e e s bbbt et e e e e aannebeeeaaeeeaannsbeneaaaeaannn 44-88
44.8.7 ip MUItICAST SOUICE-CONTIO ...ttt ettt e e e e et e e e e e e e e nnt e e e e e e e e e anntbeeeaaaeeaaan 44-89
44.8.8 ip multicast SOUICE-CONLIOl ACCESS-GIOUP ......ueteeeeeiiutureieaaaasaatteeeeaaeasaanneseeeaaesaaanneaeeeaaeeaaansreeeeeaaaaann 44-89
44.8.9 multicast destinatioN-CONTIOL............ooriiiiiiiii et e s e e e ee s 44-90
44.8.10 show ip multicast desStinatioN-CONIOL.............ooiii i e e e e e e e e 44-91
44.8.11 show ip multicast destination-control aCCESS-lISt.........ooiiiiiiiiiiiiie e e 44-91
44.8.12 SNOW iP MUIICASE POLICY . ... eeeeeiiiitiiet ettt ettt e e e ettt e e e e s ettt e e e e e e e e nnebeeeeaeeeaanntbneeaaaeaaann 44-92
44.8.13 show ip MUItICASt SOUICE-CONTIO .......cciiiiiiiii ettt e e e e e e e e enntbe e e e e e e e aas 44-92
44.8.14 show ip multicast SOUrce-CoNtrol ACCESS-IISt ........o.uuiiiiiie e 44-93
44,9 COMMANDS FOR IGIMP ....ccoiieeeeeeeeee ettt ettt e e e e e e e e e e e e e e e e e e e e e e e e eaees 44-94
e I o (=TT g oI To ] ] o [ (0¥ o T PU TP URRTRN 44-94
Ve T2 e (=110 (o o [ 4] o I =2V =T o | AP E RSO UPRTPN 44-94
44.9.3 debug IgMP PACKET. ... ... ettt ettt e e e e e e e e e e e et e e e e e e e e et benaaaaaeaan 44-95
A4.9.4 TP IgMP BCCESSOIOUD . .uuuttteettaetaautteeeeaaaaaautteeeaaaaasaaatseeeaaaaasaansseeeaaaaasaansssseeeaaesaaannsseeeaaaesaannssnneaaeeaaann 44-95
44.9.5ip igMP IMMEAIALE-IEAVE ......ooi ittt ettt e e e e et e e e e e e e e nntbeeeeaeeeaaan 44-96
e T o ool o JyTo ]l g Rl | (o U] o JP U RO UPRTRN 44-97
44.9.7 ip igmp last-member-QUEry-INTEIVAL..............ueiiii e e e e e e e e 44-97
e S T o T [ 01 oI 1110 TP U TP URRTRN 44-98
44.9.9 P IgMP QUETY-INTEIVAL. ...ttt e e e e e ettt e e e e e s e e nbete et e e e e e e nnebeeeaaeeeaanntbeeeaaeeaanan 44-98
44.9.10 ip IgMP QUETY-MaX-TESPONSE-TIME....cciiiiiiiiiiiiee e ettt e e e e e ettt et e e e e s e ettt eeeeaaesaaanneaeeeaaeeaaannsreeeaaaaaaan 44-99
44.9.11 iP IgMP QUETY-TIMEOUL. ....eeiii ettt e ettt e e e e ettt et e e e e e s naeeeeeeaeeaaannbbeeeeaeeaaannbbeeeeaeeaeannsbneeaaaeaannn 44-100
44.9.12 1p IgMP FODUSE-VANADIE .....ccoo ittt e e et e e e e et baeeaae e e aan 44-100
e I e R To I To [ g oI r= 1 (ToR o | (o] U] o FU PR PR UPRTR 44-101
e I A To I To [ ¢ o IRV /=T =1 o] o D TP PU PR UPRTR 44-102
44.9.15 SNOW I IgMIPD GFOUPS ...ttteieeeeeiiitttteea e e e e e ettt e e e e e e e s saeeeeeeae e e e snebeeeeaeeaaanaebeeeaaeeaaannsbseeeaeeasannsbnneaaaeaannn 44-102
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44.9.16 ShOW iP IgMIP INEEITACE ....eeiieei ettt e e e e ettt e e e e e e st e e e e e e e e anebnneaaaeaeaan 44-104
44,10 COMMANDS FOR IGMP SNOOPING .....eiittiitiiiiiieietetetetetetetetetetetetetetetetetateteteteteteteteteteteteteeeaareeeen 44-105
44.10.1 clear ip igmpP SNOOPING VIAN........uiiiiiie ettt e e e e ettt e e e e e e et e e e e e e e aeannebeeeaaaeaanas 44-105
44.10.2 clear ip igmp snooping vlan <1-4094> MIOULEI-POI.......coiiiuiiiiiiee et ea e e e e e eeeieeeeaa e 44-105
44.10.3 debug igmp snooping all/packet/event/imer/mMfC ... 44-106
0 A To I o [ ¢ o JE] g Lo To] o1 o Lo PP PRSP UPRTR 44-106
44.10.5 1P IgMP SNOOPING PIOXY +eeeeeeeeiiututneeaaeataatteteeaaaasaaasneeeeaaaasaaasneseeeaaasaaansseeeeaasaaannssseeeaesasaansnsneeaaeaaann 44-107
44.10.6 1P IgMP SNOOPING VIAIN ...eiiiieiiiiiti ettt ettt e e e e e et e e e e e e e e aaatbe et e e e e eaannebeeeeaaeaeanebneeaaaeaann 44-107
44.10.7 ip igmp snooping vVlan imMmMEedIiate-IQAVE .............ooiuiiiiiia et a e 44-108
44.10.8 ip igmp SNoopiNg VIaNn 12-0€NEIal-QUEITEN ........cc it e e e e e e e e 44-108
44.10.9 ip igmp snooping vlan 12-general-qUEeriEr-SOUICE ...........couiuuireiieaiaaiiieeeeae e e aeieee e e e e e e eeieeeaaa e e 44-109
44.10.10 ip igmp snooping vlan 12-general-qUerier-Version ............c.ueeeeeeaiiiieieeeee e aiieieee e e e eeineieeeaa e 44-110
44.10.11 ip igmp SNOOPING VIAN TIMIE ......oeeeeeie et e et e e e e e et e e e e e e e snebeeeaaaeeeaas 44-110
44.10.12 ip igmp snooping vlan mrouter-port INtErfaCe ............cei i 44-111
44.10.13 ip igmp snooping vlan mrouter-port [arnPim ... ... e 44-112
44.10.14 ip igmp SNOOPING VIAN ML ...ttt e e e e e e et e e e e e e e s nntbeeeeaeeaeannrbeeeaaaeaaann 44-112
44.10.15 ip igmp SNooPINg VIan qQUENY-INEIVAL..........cciii ittt e e e e e e e e e 44-113
44.10.16 ip igmp SNOOPING VIAN QUEIY-IMIIFSP ....iiiiieieieesaaiieeteee e e e s e aiseeeeeeaesaaasatbeeeeaesaaannsbeeeeaasaeansneeeaaaaaann 44-113
44.10.17 ip igmp SNOOPING VIaN QUENY-TODUSINESS.....c.ceiiiiiiiieiiae ettt e ettt e e et e e e e e e e snbaeeeaaeeeeaas 44-114
44.10.18 ip igmp snooping vlan report SOUrCE-adareSS .........cciieaiiiiuriiiiiaeeaaiiiieeeea e e e e aeieeeea e e e e anrieeeaaeaeaaas 44-115
44.10.19 ip igmp snooping Vlan SPeCfiC-QUEIY-IMISP ......oouuiiiiiia ettt e e e e e e e e e e 44-115
44.10.20 ip igmp SNOOPING VIAN STALIC-OIOUP........euiiieiiaeieiiiiiiet e ettt e e e et e e e e e e e enbb e e e e e e e e e anrbeeeaaeeeanas 44-116
44.10.21 ip igmp snooping vlan SUPPresSIoN-qUENY-TIME ........cciiriiiuriiiieae et e et e e e e eneieeeaae e e 44-117
44.10.22 SNOW IP IgMP SNOOPING. ..cceeetiiittiieaee e ettt ee e e e e e ataeee et e e e s aasaeeeeeaaaeaaasasbeeeaaesaaannsseeeeaeeaaaneaeeeaaaaaann 44-117
44,11 COMMANDS FOR IGMP PROXY ....iiiiiiiiiiiiiiiiieieieieie et te it et et e te ittt et e tet et e teaaaaaeaeaeaeaeaaaaaeaeaaaeaeaeaeaeeeees 44-119
44.11.1 clear ip IgMP ProXY AOGGMOUD ......eeeereeaiaaiueeeeeaaaaaaauueeeeeaaasaaanneseeeaaasaaanssseeaaesaaannssseeaaasasaansnseeeaaeaaann 44-119
44.11.2 debug igmP PrOXY @l .....eeeeeieeie ettt e e et a e e e et r e e e e e e anrbaeeaaaeeaan 44-119
RS o (=T o U To o [ g T o I o] £ VA=)V = o | PP PR ORI 44-120
44.11.4 debug igmMP PrOXY IMFC ... ittt e e et e e e e e e ettt e et e e e e e e anntbeeeeaaeeeanntbneeaaaeaanan 44-120
44.11.5 debug igmpP ProXY PACKET ....... . ittt et e e e e ettt e e e e e e et b e e e e e e e e e antbeeeaaaeaaan 44-121
44.11.6 debug igMP PrOXY HIMIEE ....cii ettt ettt e e e e e et et e e e e e e anatbe et e aeeaaannebeeeeaeeaeannsnneeaaaeaannn 44-121
AT T [ 4] o1 0T )Y PP PRSP UPRTR 44-122
44.11.8 ip IgMP PrOXY AOOIMEGALE ...cc it iiieiiiete e e ettt ee e e e e e et eeeeeeeaeeaaasaeeeeeaaaeaaasnebeeeaaaeaaannsbeeaaaasaeansaneeaaaaaann 44-122
44.11.9 ip IgMP ProOXY QOWNSIIEAIMN ......iiiiiiiiiee e eiitieiee e e e e ettt et e e e e e e aaeeeeaeaasaaanntbeeeeaeeaaannbbeeeaaaeaeansaneeaaaaaann 44-123
I O I T o I To T g o o] (0 ) AV 110 111 SO PR PRSPPI 44-123
44.11.11 ip igMP ProXy MUIICAST-SOUITE .....eeieiiiiiiiiiitie ettt e e e e e ettt ee e e e e e e satbe et e e e e e e anebeeeeaaeaeannebneeaaaeaaann 44-124
44.11.12 ip igmp proxy unsolicited-report iNTEIVA .............cuueiiiiiai e a e 44-124
44.11.13 ip igmp proxy unsolicited-report FODUSINESS ...........uiiiiiiiii e 44-125
44.11.14 1P IgMP PrOXY UPSEIEAIM e iiiiiiiiiiee e e ettt eee e e e e e ettt e ee e e e s e e saeeeeeeaeeaaanatbeeeaaeeaaannsbeeeeaaeasansbneeaaaeaann 44-125
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I SR T o I g [W T TS A=Y o o PR PR TSP UPRTR 44-126
I G T o I o[ g ] oo o = PP UPRTRN 44-127
44.11.17 Show debugging IGMP PrOXY ... ...eeeeeeaiaauueeeeeeaeeaaiuueeeeeeaesaaasseeeeeaaesaaanereeeaaasaaaanssseeeaesasannsneeeeaaaaaann 44-127
A4.11.18 SNOW I IO PIOXY - utttttteeeetaitttteeaee e e e atateeeeeaesaaaaeeeeeeaesaanneeeeeeaeeaaannsbeeeaaeeaaannsbeeeaaeeasannsnnneaaaaaann 44-128
44.11.19 ShOW iP igMP PrOXY MIFOULE .....euiiiiiieesaiitiieee e e e ettt ee e e e e e e aaeeeeeeaesaaannebeeeeaeeaaannebeeeeaaeasanenneeaaaeaannn 44-129
44.11.20 sShow ip igMmpP ProXy UPSIFEAM GIOUDS .....uuueetiaesaaiuueteeeaaeaaaaneteeeaaasaaanneteeeaaesaaansseeeeaasaaaansseeeaaaeaaann 44-130
CHAPTER 45 IPV6 MULTICAST PROTOGCOL ...ttt 45-1
45.1 PUBLIC COMMANDS FOR MULTICAST c.ttttittttteitieteteteteteteteteteteteteteteteteteteteteteteteteteteteteteteteteteteeeterereen 45-1
A5.1.1 SNOW IPVB MIFOULE ...ttt ettt e e e oottt e e e e s ettt et e e e e e annae e e eeea e e e annnteeeeaaeeeannsaeeeaaesaaannnens 45-1
45.2 COMMANDS FOR PIM-DIMB........cceiiiiiiiiiiiiieieieiet ettt ettt ettt et et et et et e e et e e e e e e et e e e e e e e aeaeaaaaaaaeaees 45-2
45.2.1 debug iPVB PIM tIMEE SAL....ce ittt ettt e e e e e et e e e e e e e s asataeeeeeeseaannsaeeeeaeeaannnnens 45-2
45.2.2 debug iPVB PIM LIMET SH.....oi ettt e ettt e e e e e e e et e ee e e e e s anateeeeaaeseaannsaeeeaaeseannnnens 45-2
A5.2.3 IPVB MIOULE ... eeeeee e ettt oottt e e oo ettt e e e e e e atee et e e e e e e e aasae e e e e e e e e e annaeeeeeeaeeaannnteeeeaeeseannsbneaaaesaannnnens 45-3
A5.2.4 1PV6 PIM DSI-DOIUEE ...ttt e oottt et e e e e e e tae et e e e e e e e e nataeeeaeeeeanntbeeaeaesaannnnens 45-4
45.2.51PV6 PIM AENSE-MOUE......eeeeii ettt ie ettt e e e ettt e e e e e e e e bbeeeee e e e e e e sae et eeeaeeaasnsaeeeaaesaaannsaeeeaaesaannnnens 45-4
45.2.6 IPVB PIM AT-PIIOTITY ..eieeiiee ettt ettt e ettt e e e e s e ettt ee e e e e e e naeeeeeeaeeaannnseeeeaaeeaannsaeeeaaeeaannnnens 45-5
45.2.7 IpV6 PIM EXCIUAE-GENIM .....oeiiiiiiieiee ettt ettt e e e e e ettt e e e e e s asnte e e e e e e e eanntaeeeeaeeeannnnens 45-5
45.2.81pV6 PIM NEIO-NOIALME ..o ettt e e e et e e e e e e e et e e e e e e e eannnees 45-6
45.2.91pV6 PIM NEIO-INTEIVAL ......ooiiiiie ettt oottt e e e ettt e e e e e e s sat e e e e e e e e eaanntaeeaeaeeeannnnens 45-7
45.2.10 IpV6 PIM MUILICAST-TOULING ..o eeeeiiee e e ettt iee ettt e e ettt e e e e e e ettt e e e e e e s asataeeeaeeeeaannsaeeeaaeeaannnnens 45-7
45.2.11ipVv6 PIM NEIGNDOI-FIIEEN ..o e ettt e e e e e et e e e e e e e nnnees 45-8
45.2.12 IpV6 PIM SCOPE-DOIUERT ..ottt e e e e e ettt e e e e e e e sata e e e e e e e eannsaeeeaaeeaannnnens 45-9
45.2.13 ipv6 pim state-refresh origination-iNterval ...............oeioiiiiii e 45-9
45.2.14 ShOW IPVB PIM INLEITACE. .....oi ittt e ettt e e e e e et e e e e e e e e anntbeeeaeeeeaaan 45-10
45.2.15 show ipv6 pim Mroute ENSE-MOUE ..........uuiiiiiieiiiiiiiiee e e ettt e e e e e ettt e e e e e s e s annebeeeaeeeeaannebeeeaaeaaaan 45-11
45.2.16 ShOW ipV6 PIM NEIGNIDOT ..ottt e e e e e e et e e e e e e e e annrbeeeaaeeeaaan 45-12
45.2.17 SNOW IPVB PIM NEXENOP. ...eeeieeieiiitiet ettt e e e ettt e e e e e e e s bbbt e e e e e e e e nntbeeeaaeeeaannsbeeeaaaaaaann 45-13
45.3 COMMANDS FOR PIM-SIMB.......ouiiiiiiiiiiiiiiiiei ettt e et e e e s s e e e e e s e e s nenees 45-14
45.3.1 Clear ipV6 PIM DSI FP-SEL.....co ettt ettt e e e e e et b e et e e e e e e nnebe e e e e e e e e anntbeeeaaaeeaaas 45-14
45.3.2 debUQ IPVB PIM BVENTS ......eiiiiiiiiii ettt e ettt e e e e e ettt e e e e e s aaanebeeeeeaeeaaannebeeeaaeeaaannsbeeeaaeaaann 45-14
45.3.3 debUug iPVB PIM MTC ...ttt e e e e ettt e e e e e s e et e e e e e e e e e anntbeeeaaaaeaaan 45-15
45.3.4 debug iPV6 PIM MID ...ttt e e ettt e e e e e ettt e e e e e e e e e nnebe e e e e e e e e anntbeneaaeeeaaan 45-15
45.3.5 debug ipV6 PIM NEXENOP ....ceiiiiiiee ettt e e ettt e e e e e e s et e e e e e e e e e annsbeeeaaaeeanan 45-16
45.3.6 DU IPVB PIMI NSIM ... .ttt e e e e ettt e e e e e e e atb et e e e e e e e aan s beeeeeaaeeaannebeeeaaeeeaannsbneeaaaeaannn 45-16
45.3.7 debug iPV6 PIM PACKET ... .ooii ettt e e e e e ettt e e e e e e e e nnebe e e e e e e e e anntbeeeaaeaaaaan 45-17
45.3.8 debUQ IPVB PIM STALE ......eeeeeiieei ettt e e e e ettt et e e e e s e e ettt e et e e e e e e nntaeeeaaeeeaannsbeeaaaeaaaaan 45-17
45.3.9 debUug IPVB PIM HIMET ...ttt e e e e ettt et e e e e s e e s bt e e e e e e e e aamneaeeeaaeeeaannsbeeeaaaaaannn 45-18
I I O T 1Y G o 01 {011 (= PP U RSP URRTPN 45-19
45.3.11 ipv6 multicast unresolved-cache aging-time..........c.uuiiiiii i e 45-20
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45.3.12 IPV6 PIM BCCEPL-TEOISTEN ... eeeiiiiieieiei e e e ettt e e e ettt e e e e e e e taeeeeeaeesaaasnbeeeeaaaeaaansbeeeaeaessannsbeneaaaaaann 45-20
I e BT o1V Gl o g 1] g o] o = PP U RPN 45-21
45.3.14 1pV6 PIM DSI-CANTIAALE .....cooiiiiieiieii ettt e e e e e ettt e e e e e e e e e nne e e e e e e e e e annsbeeeaaaeaaaan 45-21
45.3.15 ipv6 pim CISCO-regiSter-CRECKSUM ........o et e e e e e 45-22
45.3.16 IPVO PIM AI-PIIOTILY ... ieetieeiee ettt ettt e e e e ettt e e e e e s s aatbeeeeeeeasaannaeeeeeeaeeaaannebneeaaeeaaannsbneeaaaaaannn 45-23
45.3.17 IpV6 PIM EXCIUAE-GENIA ....coi ittt e e e ettt e e e e e ettt et e e e e e e nntbeeeaaeeeaannsreeeaaeaaaann 45-23
45.3.18 ipV6 PIM hello-NOIAtME .....oooii et e e et e e e e e et be e e e e e e e aan 45-24
45.3.19 IpV6 PIM NEIO-INTEIVAL ......oiiiii ettt e e e et e e e e e s e et e e e e e e e e e annsbeeeaaeeeaaan 45-25
45.3.20 IpV6 PIM IGNOTE-IP-SEL-PIIOTILY ....eeeeeiieeieiiiiiee e e ettt e e e e ettt e e e e e s e aseeeeeeeaesaaanneaeeeaaeeaaannsreeeaaaaaannn 45-26
I I R To 1V Gl o] I o 110 1T P U RPN 45-26
45.3.22 IpV6 PIM MUIICAST-TOULING ..ottt et e e e e e ekttt e e e e e e e e e nne e e e e e e e e e annsbeeeaaaeaaaan 45-27
45.3.23 1pV6 PIM NEIGNDOI-TIIEN ...t e e e e e e e et be e e e e e e e e 45-27
45.3.24 1pV6 PIM register-rate-liMit.............eiiiie it e e e e e e e et e e e e e e e e anrbeeeaaeeeaaan 45-28
45.3.25 ipv6 pim register-rp-reachability .......... ... e 45-28
45.3.26 IPVO PIM FEQISTEI-SOUITE ... e it iiiettiieeae e ettt tee e e e e e s e atteeeeaaeasaaatbeeeeaaeasaansneseeaeaesaaanneseeeaaeeaaannsbeeeaaaeaann 45-29
45.3.27 IPV6 PIM rEQISTEr-SUPPIESSION «...etieiiiee e ettt ee e e e ettt e e e e e s s aatbeeeeaaeesaasneeeeeaaasaaanneaeeeaaeeaaansreeeaaaeaann 45-30
45.3.28 IPVO PIM P-AAAMESS ....eeeieeiiiei ettt e ettt e e e e e e bttt e e e e e s s e nbbee et aaesaaannebeeeaaeeeaannsbeeeaaaaaannn 45-30
45.3.29 IPV6 PIM P-CANAIAALE .......eiiieiieeiiii ettt e e e ettt e e e e s et bb et e e e e e e e e nneaeeeaaeeeaanntbeeeaaaaeaann 45-31
45.3.30 IPV6 PIM FP-TEOISTEI-KAL ....eeiiiiiieiieei ettt e e e ettt e e e e e e st e e e e e e s e e nntbeeeaaeeeaannsbneeaaeeaaann 45-32
45.3.31 IPV6 PIM SCOPE-DOIAERT.......ei ittt e e e e e ettt e e e e e s e e nntbe e e e e e e e s annsbeeeaaeeeaann 45-32
45.3.32 IPVO PIM SPAISE-IMOUE .....eeiieiiiiiitiit e e e e ettt et e e e e st beeeeaae e s e e taeeeeeaeasaasbeeeeaaaesaaanneseeeaaeeeaannsbeeeaaaaaann 45-33
45.3.33 SNOW IPVB PIM DST-TOULET ...ttt e e e ettt e e e e e ekttt e e e e e e e e nntaeeeeaeeeaanntbeeeaaeaaaann 45-33
45.3.34 ShOW IPVB PIM INTEITACE. .....ii ittt ettt e e e e e e ettt e e e e e e e e anntbeeeeaeeeaaan 45-34
45.3.35 show ipv6 pim MroUte SPArSE-MOUE ..........ueiiiiieiiiiiiiiee e e ettt ee e e e ettt e e e e e e e e s anaeeeeeaaeeeaannrreeeaaaaaaaan 45-35
45.3.36 ShOW IPVB PIM NEIGNIDOT ...coiiiieei ettt ettt e e e e e e et e e e e e e e e anntbeeeeaeaeaaan 45-37
45.3.37 SNOW IPVB PIM NEXENOP. ... eeeeeieeiieee ettt e e ettt e e e e s ettt e e e e e e e e e mntbeeeaaeeeaanntbeeeaaeeaaann 45-37
45.3.38 ShOW iPVB PIM FP-NASK ..ottt e e e e e et e e e e e e e e anntbeeeaaeeaaaan 45-38
45.3.39 ShOW iPV6 PIM FP MEPPING ettt iae ettt e e e e et eeeee e e e e s s aasbeeeeeaeasaasneaeeeaaesaaannebeeeaaaeeaannsbeneaaaeaann 45-39
45.4 COMMANDS FOR ANYCAST RP VB ..ottt n e e 45-39
45.4.1 debug iPV6 PIM @NYCAST-TP .eeiiiiiiiiiiiii e e ettt e e e ettt e e e e s sttt e e e e e s aannneeeeeeaeeaaannebeeeaaaeeaannsbneaaaaaaann 45-39
N T o VLGl o1 = 1) Vo= 1] o o o U 45-40
e T o VLGl o T g = gV ox= 1] o o o SRR URRTPN 45-40
45.4.4 ipv6 pim anyCast-rp SEIf-rP-adarESS .....co o a e 45-41
45.4.50pV6 PIM IP-CANTIAALE ........eeiiieiiieiei ettt e e e e sttt et e e e e s e aasbe e e eeeaeeaanntbeeeaaeeeaanntbeeeaaaeaannn 45-42
45.4.6 ShOW debugQing iPVO PIM......coiiiiiiiei e ettt ettt e e e e sttt e e e e e s e e nabeeeeeaesaaannebeeeaaeeeaanntbneeaaaaaannn 45-43
45.4.7 show ipv6 pim anycast-rp firSt-NOP. ......cooi i e 45-43
45.4.8 show ipv6 pim anycast-rp NON-fIrSt-NOP .........oooiiiiii e 45-44
45.4.9 Show ipv6 PiM @NYCASE-IP STALUS .....eetiieieiiiiieii e e e ettt e e et e e e e e e e e e e e e e e e e anntbe e e e e e e e e annsbeeeaaaeaaann 45-45
45.5 COMMANDS FOR PIM-SSIMB .....ooiiiiiiiiiiiiiiiiii ettt e e e e e e e s e e e e e e s s snnenee s 45-46
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R AT o VLG o T4 TS o RPN 45-46
45.6 COMMANDS FOR IPVB DCSCM....ciiiiiiiiiiiiiiiiieee ettt ettt ettt ettt ettt et et et et e e e e e e e e e e et e e e e e e e e e e e aeaeaeaeees 45-47
45.6.1 ipv6 access-list(ipv6 multicast SOUrCe CONLIOL) ........uueiiiirieei it e e e 45-47
45.6.2 ipv6 access-list(multicast destination CONLIOl) ............uueieiiiiiii e 45-48
45.6.3 ipv6 multicast destination-CoNtrol ACCESS-gIrOUP.........uuuitiiaaiiitiiieaee ettt ea e e e e e et e e aeeeaaanereeeeaeaaaas 45-48
45.6.4 ipv6 multicast destination-control aCCESS-groUP (SIP) .«  eeeeeraarrrmrrreeariainrreeeaaesaaaneeeeeeeeeaaanereeeeaaaaans 45-49
45.6.5 ipv6 multicast destination-control aCCeSS-group (VMEAC)........cuurerereaaiiaiiiieeeaaeeaaieieeeeee e e e eneieeeeaeaeanas 45-50
45.6.6 IPVB MUILICASE POLICY .....eeeeeeeiee ettt ettt e ettt e e e e sttt e e e e e e e annbe e e e e e e e e aannebeeeaaeeeaannsbeeeaaaeaanan 45-51
45.6.7 ipv6 MUItICASt SOUICE-CONLIOL..... ..ottt ettt e e e e et e e e e e e e e anntbeeeaaeeeaaan 45-51
45.6.8 ipv6 multicast SOUrCE-CONLIOl ACCESS-OIOUD ...ceeeieiiiuiiriieeae e aatteeeeaaeesaaiteeeeaaaesaaannebeeeeeeeeaannereeeaaeeaann 45-52
45.6.9 multicast destinatioN-CONTIOL............ooriiiiiiiie e e e e s neneee s 45-52
45.6.10 show ipv6 multicast deStinatioN-CONTIOL.............oui it e e et e e e e e e e 45-53
45.6.11 show ipv6 multicast destination-control aCCESS-lISt .........coi i 45-54
45.6.12 ShOW iPV6 MUILICASE POLICY ...t eeee ettt et e e e e et e e e e e e e et e e e e e e e e e anntbeeeaaaeaaaan 45-54
45.6.13 show ipv6 MUItICASt SOUICE-CONTIOL .........ueeeiiiie ettt e e e e et e e e e e e e 45-55
45.6.14 show ipv6 multicast SOUrCe-CONtrol ACCESS-IISt...........uiiiiiii i 45-55
45.7 COMMANDS FOR MLD ...ccoiiiiiiiciceeeeeeeeeeee ettt ettt ettt e e et e e e e e e e e e e e e e e e aeaeaeaeees 45-56
A5.7.1 Clear IPVO MIG GFOUP. ... . e ittt e ettt e ettt e e e e e e e a bttt e e e e e s e annabeeeeaaeeaannebeeeaaeeeaanntbneeaaaeaannn 45-56
45.7.2 debug PV MIA EVENTS ......oiiiiieiii ettt e e ettt e e e e e e et bbbt e e e e e e s e nntbeeeaaeeeaanntbeeeaaaaaaann 45-57
45.7.3 debug PV MIA PACKEL .......ooiiiiiii ettt e ettt e e e e e s e et e e e e e e e e annrbeeeeaeaeaaan 45-57
A5.7.4 1PV MIA BCCESS-GIOUD -..ereeeiieeieiuttieeeae e e e ettt e e e e e e e e atbeeeeaaeasaaatbeeeaaaeasaannaeeeeaaaesaaannebeeeaaeeeaannsbnneaaaeaannn 45-58
45.7.51pV6 MId IMMEAIALE-IEAVE ..ottt e ettt e e e e e e e et e e e e e e e e anntbeeeeaeeeaaan 45-58
A5.7.6 1PV MIA JOIN-GIOUP ...ttt e ettt ettt e e e e e ettt e e e e e s e aatbeeeeaeeasaannneeeeeaaeeaamnebeeeaaeeeaannsbneeaaaeaannn 45-59
45.7.7 ipv6 MId JOIN-groUP MOUE SOUFCE .....ciiieieiiiiiiiieae e ettt e e e e e s et e e e e e s e asaeeeeaeaasaaanneaeeeaeeeaaannsreeeaaaaaann 45-60
45.7.8 ipv6 mld last-member-qUEry-iNtErVal..............oooi i e et e e e e 45-60
A5.7.9 0PV MI TIMIL ...ttt ettt e oottt e e e e s s a bttt e e e e e e e n s bbbt e e e e e s e e nntbeeeaaeeeaanntbneeaaaeaannn 45-61
45.7.10 IpV6 MIA QUETY-INTEIVAL.....coi ittt e e e ettt e e e e e e bbbt e e e e e e e e e nntbeeeaaeeeaanntbeeaaaeeaannn 45-62
45.7.11 ipv6 mId qUEery-maX-reSPONSE-TIMIE ......cieiiiiieee e ettt e e e e ettt e e e e e e ateb et ee e e e e e e nnebeeeeaeeeaannsbeeeaaeeaaann 45-62
45.7.12 IpV6 MIA QUETY-TIMEOUL. ....ceiiiiiiiitiiit e ettt e ettt e e e e e e ettt e e e e e s sansbeeeeeaaeeaanneaeeeaaaeeaannsaeeaaaaaaannn 45-63
o A e BT o1V Gl o ] (o IR r= i {on o[ o TU o U TR UPRTR 45-64
o T 1Y Gl o ] (o IR =T €= (o o TP E PRSP URRTPN 45-64
45.7.15 SNOW IPVB MIA GIOUPS ...eeeiieeiiiiiiiii e ettt e e ettt e e e e e et ee e e e e e e s s annbeeeeeaaeeaannebeeeaaeeeaannsbeeaaaaaaannn 45-65
45.7.16 ShOW IPVB MIA INTEITACE.......ii ittt e e e et e e e e e e et e e e e e e e e aan 45-66
45.7.17 ShOW iPV6 MI JOIN-GIOUD .ieiiiiiiiiii e ettt ettt e e e e ettt et e e e e s e e sbtee e e e e e e e annebeeeaaeeeeannsbeeeaaaaaaann 45-66
45.8 COMMANDS FOR MLD SNOOPING CONFIGURATION.......cttttttteitteteieteteteteteteteteteteteteteteteteteartereeeremeen 45-67
45.8.1 clear ipv6 mId SNOOPING VIAN .........uiiiiiiee ettt ettt e e et e e e e e e e et e e e e e e e e e anntbeeeaaeaeaaan 45-67
45.8.2 clear ipv6 mid snooping vlan <1-4094> MIOULEI-POIT........cciiiuuriieiiaai it ee e e eeieee e e e e e e aneieeeeaeeeaas 45-68
45.8.3 debug mld snooping all/packet/event/timer/mfC ............oooii e 45-68
R S T o)V o R o 1[0 I3 g To o] o] o o PP U RSP UPRTPN 45-69
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45.8.5 1PV MIA SNOOPING VIAN.......eiiiiiiiieeii ettt e e e e ettt e e e e e e e st e e e e e e e e e e nntbeeeeaaeeeannsaneeaaaaaannn 45-69
45.8.6 ipv6 mld snooping vian immediate-l@aVve .............ooo i 45-70
45.8.7 ipv6 mld snooping vIan [2-geNeral-QUETIET ...........oiiiuiiieee et iee ettt e e e e e e e e e e s entaeeeeae e e as 45-71
45.8.8 ipv6 mld SNOOPING VIAN Mt ...ttt e e e et e e e e e e et beeeaaeeeeaan 45-71
45.8.9 ipv6 mld snooping vian mrouter-port INTEIACE ...........ueiiiiiie e 45-72
45.8.10 ipv6 mld snooping vian mrouter-port 18arNPIMG ...........c.ooiiiiiiiiiiiie e a e 45-73
45.8.11 ipv6 MId SNOOPING VIAN MIFPL. ...ttt e e e ettt e e e e e tbe e e e e e e s s e nntaeeeaaeeeaannsbeeeaaaeaaann 45-73
45.8.12 ipv6 mld snooping vian qQUErY-INTEIVAL.............oooiiiiiiiii it e e e 45-74
45.8.13 ipv6 mld SNOOPING VIAN QUETY-IMIISP .oiiiiiiiiiiee ettt ettt e e e e ettt e e e e e e e e nnebe e e e e e e e e annraeeeaaaeaaann 45-74
45.8.14 ipv6 mld snooping vIan QUErY-TODUSINESS .........coi ittt e et be e e e e e 45-75
45.8.15 ipv6 mld SN00PINg VIAN STAtIC-grOUD ......ouueeiiieee ettt ettt e e e e et e e e e e e e e ennebeeeeaeeeaaas 45-75
45.8.16 ipv6 mld snooping vian SuppresSSIoN-qUENY-IME ..........cuiiii i e e e e eeie e e e 45-76
45.8.17 SNOW IPVB MIA SNOOPING ... et teeiiiiitieie e e e ettt e e ettt e e e e sttt e e e e s aansneeeeeeaesaannebeeeaaeeeaannsbeeeaaaaaanan 45-77
CHAPTER 46 COMMANDS FOR MULTICAST VLAN ..ot 46-1
T I Y O T T3 VT RPN 46-1
46.2 MULTICAST-VLAN ASSOCIATION. ...cetttttuuuieeeeeteetrnnusteeesessestnnnseessesststnnnareeereestnnaeererrrnmeeerrrrrn 46-1
CHAPTER 47 COMMANDS FOR ACL ..oviiiiiice et 47-2
47.1 ABSOLUTE-PERIODIC/PERIODIC........cccetttiiiieieieieeeeeeeteee e et e ee e ettt e e et et e e et e e et e e e te e e e e e e e e e e e e e e e e eeeeeeeeeeeeeeaeaeeees 47-2
A = 1T I U1 =3 Y 2 RPN 47-3
A47.3 ACCESS-LIST (IP EXTENDED) .. uuuttttteeeeessauseseeeseeesssantnseneseessammsssesseeeessanmssseseseeessamsmsmmeeeeesmmmmmmmmreeeen 47-4
A7 .4 ACCESS-LIST (IP STANDARD) ..uuttttttteeeesisututueeeeeessaasssseneseeesaasssseneeeeessanassssnreseeessanssssseeeeesammnsmemreeeens 47-6
47.5 ACCESS-LIST(MAC EXTENDED)...utttttteeesiauteeueereeessssnsnsnreeeesssamsssenseesessanmssssseseeessmnssssmeeeeesanmmsmmmrmeeen 47-7
47.6 ACCESS-LIST(MAC-IP EXTENDED) ....eeeeetisutttteereeessisnrsneeeseeessansssenneeeesssnasssnseseesssanssssseeeeessnmnsmsmseeeens 47-8
A7.7 ACCESS-LIST(MAC STANDARD) ...ttttttteessiiuttrneeseeessanstssnreeeessaansssanneesessanassssseeeeessimmssmmeeeeeeenmnnmnmmens 47-10
47.8 CLEAR ACCESS-GROUP (IN | OUT) STATISTIC INTERFACE ......eeeittieiiteeeiteeeereeeeteeesnveeeeteeeeteeesveeesseeeenns 47-11
A7 .9 FIREWALL 1. eeteettttes e e e e e et ettt s e s e e e e e e ettt se e e e e e e eetsta s eeeeeesaetaaa s eeeeeeeestaan e eeeeeeeesennnnsaeeeeesasssnnnnaaeaarens 47-11
A7.10 IP ACCESS EXTENDED. ...ccutuuuuteieeeteettutuuaeeeeesesstnsaseeesessastnnnaeeteessstannareeeseesrnnnaeeeeerssrnaaaaerrees 47-12
A7.11 IP ACCESS STANDARD ..vtuuieittuueeetuueeeetaeeeeatneeeanunaeeetnneeeetaaaeenanetetanaeeetaaaerenneraennnreresnnaeernnnsaees 47-13
A YY1 =T I = RSPt 47-13
47.13 IPVE ACCESS STANDARD ...tuuuiiieetieittttuaeeesesesstntataeeeersastan s aaeterstrtannareeererstnnnaeeeeerasrnnaaaeaeseees 47-15
A7.14 IPVE ACCESS EXTENDED....uuuueieetteettutuuaeeesesessrnnnsaeesessastnnnaeeeseessstnnnaaeeesersmmmnaeeeeeresmaaarren 47-15
47.15 {IP[IPVE|MAC|MAC-IP} ACCESS-GROUP......cuuttiieeisiinrtrrreeeeasaasstnnerseesessansstseeeeaesssaassrereeeeessinnnsssnees 47-16
47.16 MAC ACCESS EXTENDED....uuuuiieettetttttuuaeeesesesstsssseeesessastnnnaeeeteessstannareeesersmnmmaeeeeerssrraerren 47-17
A7.17 MAC-IP ACCESS EXTENDED ....uuuetttuueetetueeeetunaeeanueesstnnaaeeetnsaeeennneeetnnaeeeetaaeeennnerrennnreresnaeernnnsaees 47-18
47.18 PERMIT | DENY (IP EXTENDED). ...t uettteeseisuterureeeeessssnntssseeseessaansssnsssesesssnassssseeesessanmssssssseeesssmnsnsneees 47-18
47.19 PERMIT | DENY(IP STANDARD) «..ttttttteessiiutteereseeesssnsstnnsseeeeesaansssssssesessaaasssssseesessammsssmseeeeeesmnnmsneens 47-20
47.20 PERMIT | DENY(IPVE EXTENDED) +.vvtteeeeiiuttrurereeesssssntnnereseesssansssnnnsssesssamssssssssesesssnmsssssssseeesssnnsssneens 47-20
47.21 PERMIT | DENY(IPVE STANDARD) ..ettteeisiiuuttterereeessssntnneeeseeessansssnnesssesssanssssssssesesssnmssseseseeessmnnssssnens 47-22
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47.22 PERMIT | DENY(MAC EXTENDED) ..ettteeiiiiuutttteeseeesssnsnssnseeseeessansstnsssssesssaansssssssesesssnmssssesssesessannsssnnens 47-22
47.23 PERMIT | DENY(MAC-IP EXTENDED) +1eeeetuuttttrereeesssssntsnereseeesaansssnnssesesssammsssssesesesssnmssssmseseeessmnsssnnens 47-24
A7 .22 SHOW ACCESS-LISTS .uveuteueareatestestesseseeseeseeseaseasesseaseseessessaseaseaseasessessessensessessasessessessensensensensaseanes 47-26
47.25 SHOW ACCESS-GROUP .....uttiteteteteeeseeseeseaseasesseaseseessessaseaseaseasessessessessenseseaseaseasessessessensensaseanes 47-27
4726 SHOW FIREWALL «...tvteuteseeseateatestesteseeeeseeseeseasessesseasesseseeseaseaseaseasesseseseensesseseaseaseaseseensensenseneasennes 47-28
A7.27 SHOW IPVB ACCESS-LISTS c.utttteteeeseeseaseaseaseasessessessesseseeseasesseasessessesssssessesessessessessensessensensaseanes 47-28
47.28 SHOW TIME=RANGE ......ceutettattatesteatesseseeseeseeseaseasesseaseseessessaseaseaseasesseseseensesseseaseaseasessensessenseneaseanes 47-29
A7 .29 TIME-RANGE ....v.ttuteteuteseeseaseetesteatesseseeseeseeseaseaseaseatesee s eseeseeseeseebesaebeneeneeneeseeseaseebeseenteneenseneaneans 47-30
CHAPTER 48 COMMANDS FOR 802.1X .. ittt e e e eaa s 48-1
48.1 DEBUG DOTLX DETAIL 1euteueeueaueasessesesseeeseeseasesseasessesseseessessassesssseasessessessensensessensasessessessessesensensenens 48-1
48.2 DEBUG DOTLX ERROR ....teutettteatessestessesseseeseaseaseasessesseseesensassessaseasessessessensensessassssessessessessensensenseneans 48-1
48.3 DEBUG DOTLX FSM .uviuteuiaseateatestesteseesseseeseaseaseasesseaseseessessaseeseaseasessesseseensensesseseasessessessessensenseneenens 48-2
48.4 DEBUG DOTLX PACKET «..tutettueatestesteseeseeseeseaseaseasessesseseessessassessaseasessessessensensessassasessessessensensensensensans 48-3
48.5 DOTLX ACCEPT-MAC ...vueeueaseaseatessestessesseseeseeseaseasesseaseseessessaseessaseasessessessensessessessasessessessensensenseneanens 48-3
48.6 DOTLX EAPOR ENABLE .....ucettiutatestetesteteseeseaseaseasesseaseseesessaseeseaseasessessessensensessassasessessessessensensensenens 48-4
v T 3 =1 = TSR 48-5
48.8 DOTLX GUEST-VLAN ....tuteueeteateateseestessesseseeseaseaseasesseasessessessaseaseaseasessessessensensessaneaseasessessessensenseneenens 48-5
48.9 DOTLIX MACFILTER ENABLE......tettttttttesteseeseaseeseasessesseseessessesseseaseasessesseseensensessessasessessessessensensensenens 48-6
48.10 DOTLIX MAX-REQ ..+ vuveueereaseaseasessessessesseseeseaseaseasessessessessessassasessessessessessensensesseseasessessessensensenseneaneans 48-7
48.11 DOTLX USER FREE-RESOURCE .....c.vtuvtutesteseaseaseasessessessessessaseeseaseasessessessensensessessanessessessessensensensensans 48-7
48.12 DOTLIX MAX-USER MACBASED ....uevtuteueeseeseaseaseasessessessesseseaseeseaseasessessessensessessessanessessessessensensensensans 48-8
48.13 DOTLIX MAX-USER USERBASED ......uettteuteseaseaseatesseasessessessaseeseaseasessessessensessessassasessessessessensensensenens 48-9
48.14 DOTLX PORT-CONTROL ..ttttatesetenseseeseeseaseaseasessessessessessassessaseasessessessensensessensasessessessessensensenseneans 48-9
48.15 DOTLIX PORT-METHOD ....ueutttteteeeeeseeseeseeseaseasesseaseseesessaseesesseasesseseseensesseseasessessessensessensenseseanes 48-10
48.16 DOTLIX PRIVATECLIENT ENABLE ...t.vtttuteuteseeseaseasesteateseeseeseeseesesseasessesseseessessensessssessessessessensenseneanes 48-11
48.17 DOT1X PRIVATECLIENT PROTECT ENABLE ....vtttatetitesteseeseeseeseaseatessesseseenseseeseaseaseasessessessensenseneenes 48-12
48.18 DOTLIX RE-AUTHENTICATE ....vtttttteteeeseeseeseaseasessesseseessesseseeseaseasessessesesssessessasessessessensessensensaseanes 48-12
48.19 DOTLIX RE-AUTHENTICATION w...vtutttiaeeneeseeseeseeseasesseaseseesseseeseeseaseasessesseseensessesesseasessessessessensenseseanes 48-13
48.20 DOTLX TIMEOUT QUIET-PERIOD ... vtuteutesteseeseaseasesseateseesseseeseesessessessessessessessessassssessessensensensenseseanes 48-13
48.21 DOTLX TIMEOUT RE-AUTHPERIOD. ... veuveuteseeseaseasessesteseesseseeseesesseasessesseseesessensessssessessessessensenseneanes 48-14
48.22 DOTLX TIMEOUT TX-PERIOD .....ttvtteateseeseaseeseaseasesseaseseesseseeseasesseasessessessessessessasessessessensensensensaseanes 48-14
48.23 DOTLX UNICAST ENABLE «..vvttteteteeeeeseeseeseeseasessessessessessaseesessessessesseseessessessasessessessessessensensaseanes 48-15
A8.22 SHOW DOTLX 11tttertereeneeneeseaseaseseessesseeeseeseeseaseasesseasessessesseseaseaseaseaseseneeneenseseeseaseaseseenseneenseneaseanis 48-16
48.25 USER-CONTROL LIMIT IPVZ ....iuiitiitiiteeeteseeseese ettt steseesseseeseesessestessesseseeeeeeseeneaseasessenseneenseneeneanes 48-17
48.26 USER-CONTROL LIMIT IPVB ....etitititeiesieseeseaseatessesteseesseseeseesessessessessessensessessassasessessessessensenseseanes 48-18
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49.2 DEBUG IPVB ND COUNT .....uviviateeteseseatesesesesesesessesesesessssesesassssesesessssesessssssesesessssesesessssasessssssasesessnsass 49-1
49.3 DEBUG SWITCHPORT ARP COUNT .....evtittaitetesettesesesessesesessssesessssssesesessssesesessssesesessesesessssssesesesnsass 49-2
49.4 DEBUG SWITCHPORT MAC COUNT ....vuvitertstteteseetesesesessesesassssesessssssesesessssesesessssesessssssesessssssesessssnsass 49-2
49.5 DEBUG SWITCHPORT ND COUNT ....vtutatetesisttesesesesesesesessesessssssesesessssesessssssesessssssesessnsesesessssssesesassnsass 49-3
49.6 DEBUG VLAN MAC COUNT ....vutttestattetesesttesesessesesesessssesesassssesesessssesessssssesessssssesesessssesessssssasesassnsass 49-4
49.7 1P ARP DYNAMIC MAXIMUM ......cvtiriaitetesesesesessssesesesessssesesessssesesssessesessssssesessssssasesessesesessssssesesasnsass 49-4
49.8 IPV6 ND DYNAMIC MAXIMUM .....everiaitesesesesesesessesesessssssesessssssesessssssesessssasesessssssesesessasesessssssesesasnsass 49-5
49.9 MAC-ADDRESS QUERY TIMEOUT .....uvtetisisttesesettesesesessesesassssesesessssesessssssesesessssesessssasesessssssesesesnsass 49-6
49.10 SHOW ARP-DYNAMIC COUNT .....viuiuiteteseseeesesetsesesessssesesesssesessssssesesessssesesessssesesessssesesessssesesesnsass 49-6
49.11 SHOW MAC-ADDRESS DYNAMIC COUNT .....veuiuiuetetesesesesesessesesesessssesessssssesesessasesessssesesessssssesessssnsass 49-7
49.12 SHOW ND-DYNAMIC COUNT .....vveriaiateteseseeesesesssesesesessesesesssesesessssesesessssesesessssesessssssesesessssasesesnsass 49-8
49.13 SWITCHPORT ARP DYNAMIC MAXIMUM .......veviuiaieteteseisesessssesesesesessesessssssesessssssesessssssesessssssesessssnsess 49-8
49.14 SWITCHPORT MAC-ADDRESS DYNAMIC MAXIMUM .......vvetirtaiteressseeseseseseesesessssssesessssesesessssssesessssasess 49-9
49.15 SWITCHPORT MAC-ADDRESS VIOLATION ......vviutatetetesesessesesesessesesessssesesessssesesessssssesessssssesesessssesesens 49-10
49.16 SWITCHPORT ND DYNAMIC MAXIMUM .....cutuvvetireaetesesesessesesessssesesessssasesessssesesessssssesessssssesessssssesesens 49-11
49.17 VLAN MAC-ADDRESS DYNAMIC MAXIMUM......cueutuvterereensesesesssesesessssesesessssesesessssasesessssssesessssssesesens 49-12
CHAPTER 50 COMMANDS FOR AM CONFIGURATION .....ccovviiiiiiiiieeeeeeie e 50-1
BO.1 AM ENABLE ...ututtitiuistetesestseetesesessesesesessesesesessasesesesesesese st asesesessasesesesseseses e s s esese s es et ese st et ere e s enenens 50-1
50.2 AM PORT ...ttittttetesetesesesessesesesessasesesesseseseseesaseses e s esesesessesesese s e s e s e s e s e s e s es e st e s ese s es et ese st esese e esenerens 50-1
50.3 AM IP-POOL 1...evteveeesteteseseseeteseseseesesesessesesesesseseseseasasesese s eseses e st e s e sess e s e s es e e s e s e se s e s et ere s s esese e s senens 50-2
50.4 AM MAC-IP-POOL ..vuvuvtereseeetesesestasesesessesesesessasesessasasesessssasesesessesesasessasesesesesasesessasesesassssasesessssesesens 50-2
50.5 NO AM ALL 1.ttttettetesestateseseseesesesessssesesessesesasessaseseseasesesesessaseses e s et eseseseeseses e e s et ese s es et ere et et ere e s enenens 50-3
50.8 SHOW AM .v.vtutettetesestesesesessesesesessssesesessesesesessaseseseasasesesessasesesasasesesesseseses e st esese s esesesessssesene e ssesenens 50-3
CHAPTER 51 COMMANDS FOR TACACSH ... et 51-1
51.1 TACACS-SERVER AUTHENTICATION HOST...veutuveteresteesesesesessesesessesesesessssesessssssasessssssesessssasesessssssesesens 51-1
51.2 TACACS-SERVER KEY ....ututtetetesttasesestssesesesessasesesessesesassssssesesessasesesessssesessssssasessssssesesessssasesessssesesens 51-2
51.3 TACACS-SERVER NAS-IPV4 .......euiiiuetisiieteteststasesestssetesesessssesesessesesesessssesesessssasese st asesesesssesesessssesesens 51-2
51.4 TACACS-SERVER TIMEOUT .....ceutututatetiseseasesesessesesessssesesasessssesesssesesesessssesessssssasesessssesessssasesesessasasesens 51-3
51.5 DEBUG TACACS-SERVER .....veuiteutteseseseseesesesessasesessssesesasessasesessssesesessssasesessssasesessssasesessssssesessssssesesens 51-4
CHAPTER 52 COMMANDS FOR RADIUS ... 52-1
52,1 AAA ENABLE 1.1 vtettstteteseststetesesestesesesessesesesessesesese s esesese st e s eses e st e b e s e s e s e R e R et et e R e R ettt r ettt e ne e s nenens 52-1
52.2 AAA-ACCOUNTING ENABLE .....cvtuttiuetesistetesesessasesestssesesesessssasesassesesesessasesessssssasesessasesesessssesesessssesesens 52-1
52.3 AAA-ACCOUNTING UPDATE .....vtututteseseseesesessssasesessasesesasessssesessssesesessssssesessssasesessssasesesssasasessssssesesens 52-2
52.4 DEBUG AAA PACKET ....vitiuttetesesestasesesessesesesessasesessssesesasessssasesessasesesessssesesessssasesessasesesessssasesessssesesens 52-2
52.5 DEBUG AAA DETAIL ATTRIBUTE ..vuvvevisitetesesestasesessssesesesessssesessssesesasessssesessssssesessssasesessssssesessssasesesens 52-3
52.6 DEBUG AAA DETAIL CONNECTION ....veutuiattereststasesesesesesassssssesesessesesesessssesessssesesessssasesessssnsesesessssesesens 52-4
52.7 DEBUG AAA DETAIL EVENT .....viviuttetesesttetesesessesesessssesesesessssesesessesesesessasesesssssasesessasesesessssesesessssesesens 52-4
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52.8 DEBUG AAA ERROR ......cuiuiietiiiaetsseseesesseseessssesseaessesestsessesese e ssesesesesseses s e s se e e seeseses s sese e seeneeens 52-5
52.9 RADIUS NAS-IPVA ...ttt ettt ettt 52-5
52.10 RADIUS NAS-IPVB ..ottt ettt et 52-6
52.11 RADIUS-SERVER ACCOUNTING HOST ....c.vuiiuiaiteiieereiesesesseseeses st e e se s s ssssessssessne e e seeneeens 52-7
52.12 RADIUS-SERVER AUTHENTICATION HOST w...uuvuiiiiieteieiinesseseesesse e sse e 52-8
52.13 RADIUS-SERVER DEAD-TIME .....c.vtuiuiueteteaeessesseaessesesesessesesessssesesesessesessasssssesssssnsssssssssssesssesessesnns 52-9
52.14 RADIUS-SERVER KEY .....cutttiiiuiiteiienesteteessssesee e s sese e s s e e st e see s s e s s et se e e s 52-9
52.15 RADIUS-SERVER RETRANSMIT........cuiuiireiieeaseieesse e sesesssiesesee e se st s sese e 52-10
52.16 RADIUS-SERVER TIMEOUT .......cuvttiiaetteieesesseieesse e sesssssse e sesssss e s e s s se s 52-11
52.17 RADIUS-SERVER ACCOUNTING-INTERIM-UPDATE TIMEOUT .......ccuiuiuiiiaiinerereieiesesee e 52-11
52.18 SHOW AAA AUTHENTICATED-USER .....c.cuiuiueiieiieseareiesesesseie et se s ee s 52-12
52.19 SHOW AAA AUTHENTICATING-USER ......ccuiuiuerreiienteseieseseesee et se s ee s 52-13
52.20 SHOW AAA CONFIG.....cueueaeatiieseaseieeeseesesesesessesee s sese e e s sse e et esesese s s e e e et e e e se s seeesese e e neeeas 52-13
52.21 SHOW RADIUS AUTHENTICATED-USER COUNT .....c.cuiiuiiitiieeieteiesesessee e 52-15
52.22 SHOW RADIUS AUTHENTICATING-USER COUNT ......c.uiuiuiiitiieeieteieseseesee e se e 52-15
52.23 SHOW RADIUS COUNT ....uuvutiiaeseteieese et sesesseseessesesesesssssse e seesese e seessse s sesess e seesese e ssesess e sesneeeas 52-15
CHAPTER 53 COMMANDS FOR SSL CONFIGURATION........ccuviiiiiiiiiiiiiiiieiciceeeeee, 53-1
53.1 1P HTTP SECURE-SERVER.......ccututttetiaieeretesesessessesessesesesessesssessssesesesessesess e ssasese st ssesesnssseseseseseeseeens 53-1
53.2 IP HTTP SECURE-PORT ....cuttiiiuetateieesessete e sessesese e s se e e ssese e e st sse s e e st eeeseee e s se e eneeeas 53-1
53.3 IP HTTP SECURE-= CIPHERSUITE .....c.tuiuiattteiesesteeeeses e see s e et sse s se s e e 53-2
53.4 SHOW IP HTTP SECURE-SERVER STATUS ......cuvutetiuietetesiesseseesesseie e sesseseeses e sesnesssesesse s e 53-3
53.5 DEBUG SSL..uuutueutiiueseteiesesesseie e sesee s e e st e st s s ss e s s eese s s e e e st s e s ettt 53-3
CHAPTER 54 COMMANDS FOR IPV6 SECURITY RA......oiiiiiiiiiiiiiiiiiiieeieeee 54-1
54.1 IPVB SECURITY-RA ENABLE......ccuttieiiiieateteises s eses s teesesse e se et se e s e see e et neeens 54-1
54.2 IPVB SECURITY-RA ENABLE........cutttiuiiieatetesinesseeeesessesesesessese e e s sese s s eessase s se e esse s sese e eeeneeeas 54-1
54.3 SHOW IPVB SECURITY-RA ......oiuiuiiieiiieeeteteesesseseeasssesesssessesesessssesesesessesessssssasese e seesssssssesese e seeneeens 54-2
54.4 DEBUG IPVB SECURITY=RA ......cuiuiiiieiiaieateieesesseseeaessesesesesssss e sessesess e sse s sse e s e e sssss s sess e sesneeens 54-2
CHAPTER 55 COMMANDS FOR VLAN-ACL ....coiiiiiiiiiiiiiiiiiiiieiieeeeeeeeeeeeee s 55-1
55.1 CLEAR VACL STATISTIC VLAN ....cututiiuiuieteteseresseseeaessesesesessesesesessesesesessesessssssasesessssssssssssesesssesessssnns 55-1
55.2 SHOW VACL VLAN ....uvuiiiiieteiesesesseseesesse e se s s e s ses e e seesese e st se e e s e s e et e e e neeeas 55-1
55.3 VACL IP ACCESS-GROUP ........uiuiuitiiiieeateteesessesseaessesesesessese e e s st e se s s e e st se st se s eee e s se e neseas 55-3
55.4 VACL IPVB ACCESS-GROUP........cucuteuiaiereteestssaseeaessesesesessesesesessesesesessesessssssasese e seeseseessseseseseseeneeens 55-3
55.5 VACL MAC ACCESS-GROUP ......ccuvtiiiuieteteesesseseeaessesesessssesesesssseseseseseesesssessasess s seeseseesseseseseseeneeens 55-4
55.6 VACL MACHIP ACCESS-GROUP .......c.viiuietteiesesseseesessetesesessesee e sessessss e s s e e sesse s se e eeeneeens 55-4
CHAPTER 56 COMMANDS FOR MAB ......oiiiiiiiiiiiiiieiiiiieiiieiieeieese e 56-1
56.1 AUTHENTICATION MAB ......uuvutieueseseeaesessesesesesseseseasssesesesessesssesssesesesessesessaesseseseseseesesnsseesess e seeneeens 56-1
56.2 CLEAR MAC-AUTHENTICATION-BYPASS BINDING. .......ccuiuiueiieriseereieesesseseesesneseesessessesesneseeseseesesens 56-1
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56.3 DEBUG MAC-AUTHENTICATION-BYPASS ......ccuvireuimiereieeresseseesesseseesessesesesessesesesessesssnesssesesesesesneeeas 56-2
56.4 MAC-AUTHENTICATION-BYPASS BINDING-LIMIT......cuviriiieiiieieiesreieesesse e 56-2
56.5 MAC-AUTHENTICATION-BYPASS ENABLE ......c.cuiuiiiuiereieiesseseeses st sesee e ese e 56-3
56.6 MAC-AUTHENTICATION-BYPASS GUEST-VLAN......coeitiuiuiiimiiniariseesmesesesesseseesessesesesessessssessnesessseseeneeeas 56-3
56.7 MAC-AUTHENTICATION-BYPASS SPOOFING-GARP-CHECK ......cceiiuiiimiiieiiisesseieesesneiensesnese e 56-4
56.8 MAC-AUTHENTICATION-BYPASS TIMEOUT LINKUP-PERIOD........c.cuitiiiaiiieiieneseeeesesneesesesnese e 56-5
56.9 MAC-AUTHENTICATION-BYPASS TIMEOUT OFFLINE-DETECT .....oviiriuiueeeeieesereeeeseseeseesesneseeseseenenens 56-5
56.10 MAC-AUTHENTICATION-BYPASS TIMEOUT QUIET-PERIOD........cuvititeueieeieeseseeeeseseeieesesnese e 56-6
56.11 MAC-AUTHENTICATION-BYPASS TIMEOUT REAUTH-PERIOD ........coviiiuiiieiieseseieesesneieesesnese e 56-6
56.12 MAC-AUTHENTICATION-BYPASS TIMEOUT STALE-PERIOD .......cvutiieaiiieieesesseieeseseessesesnesee e 56-7
56.13 MAC-AUTHENTICATION-BYPASS USERNAME-FORMAT..........oiuiuiirieieesneieesesseieeseseeseesesnese e 56-8
56.14 SHOW MAC-AUTHENTICATION-BYPASS. ......cvuueuimeereiesenesseseesessesesesessesssesessesesesessesssssssneseseseseesesens 56-8
CHAPTER 57 COMMANDS FOR PPPOE INTERMEDIATE AGENT .......coviiiiiiiiiiiieee, 57-1

.............................................................................................................................................................. 57-1
57.2 PPPOE INTERMEDIATE-AGENT ...otiiie i e et e e e et e e et e e e e e e et e e et e s e s et et e s e s e e e s e s e s e s e s e anae s e anananananananananananananananananananans 57-1
57.3 PPPOE INTERMEDIATE-AGENT (PORT) ...uttttttteeetsiiisttteeeeeeessssstssereseessssnssssnessseessasssssesssesesssnmsssenseeeenns 57-2
57.4 PPPOE INTERMEDIATE-AGENT ACCESS-NODE=ID ...uutuuiieeetteeiuttuieeesetetstinnaseesseessssnseeeseressssnnnseeesenes 57-3
57.5 PPPOE INTERMEDIATE-AGENT CIRCUIT-ID ...uieiiieeiiitiiieeeeeteetiiisseeeseeeestinasseesseessssnseeeaeseesssnnnseeesenes 57-3
57.6 PPPOE INTERMEDIATE-AGENT IDENTIFIER-STRING OPTION DELIMITER....cceitieteieieieeeieieeeieeeeeeeaeeeeeanan e 57-4
57.7 PPPOE INTERMEDIATE-AGENT REMOTE=ID...uuteititetittiiaeeeeeteetittiseeeseesestannasseesseessssnnnsaeeaesessssnnnseeesenes 57-5
57.8 PPPOE INTERMEDIATE-AGENT TRUST ..ciiiiiiieieieieeeee e e e e e e e e e s e s e s e s e s e s e anse s e anaeansnanananananananananananananananananannns 57-6
57.9 PPPOE INTERMEDIATE-AGENT VENDOR-TAG STRIP ...eiiiiiiieieieieieie e e e e e e s e sese s e sese s s aeananasanananananananananananan s 57-6
57.10 SHOW PPPOE INTERMEDIATE-AGENT ACCESS-NODE-ID......cccittitieieieieieieieieieeeseseasaeassnasananansnsnananananens 57-7
57.11 SHOW PPPOE INTERMEDIATE-AGENT IDENTIFIER-STRING OPTION DELIMITER ...cccvvvtuinieeiieeeiiiiinneeeeneenns 57-7
57.12 SHOW PPPOE INTERMEDIATE-AGENT INFO ..eiiieieieieieie e e ee e e e e s e e e e e s e s et e s e aeaesesesesnanansnsssnanananananananananananens 57-8

CHAPTER 58 COMMANDS FOR SAVI ..ot 58-1
58.1 COMMANDS FOR SAV ... r e r e n s n e an e r e nan s e s e e enan s 58-1
Loy I A 01V R o o LS ] £ O PO TSSO URPTIIN 58-1
58.1.2 ipv6 cps Prefix CheCk ENabIe ... .. .o e e e e 58-1
58.1.3 IpV6 dNCP SNOOPING LrUSE ...ttt e ettt e e e e e e ettt e e e e e e s antbeeeeeaeesaannnnaeeeeaesaannnens 58-2
58.1.4 IpV6 NA SNOOPING TrUST....ceeieiiiiiieeiee e ettt e ettt e e e e e e et e et e e e e e e s ne e eeeaaeasaantbeeeeaaeassannnsseeeeaesaannnnens 58-2
58.1.5 5aVi CheCK DINAING.... ..o et e e e ettt e e e e e s et e e e e e e e e annnees 58-3
58.1.6 SAVI ENADIE....... i e e e e s 58-4
58.1.7 5aVi ipV6 DINAING NUIM ... ettt e e ettt e e e e e e et e e e e e e s e annneaeeeeaeeaannnens 58-4
58.1.8 savi ipv6 Check SOUICE DINAING ....cooiiiiiiiiiiii et e et e e e e e s eae e e e e e e s e ennnees 58-5
58.1.9 savi ipv6 check source ip-address MacC-addreSS. .......cuuaeiiiuriiiiiae e e e e e e s e e e e e e enneees 58-6
58.1.10 savi ipv6 {dhcp-only | slaac-only | dhcp-slaact enable ... 58-6
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58.1.11 savi ipv6 Mac-bindiNg-liIMit ...........oo i ettt e e e e et e e e e e e e e e e e e e e e e e annnees 58-7
LTS 2 = Y I 4 F= Do = To B = - PO RSO OURPTIIN 58-8
58.1.13 savi Max-dad-prepare-0 IAY ............oo e it e e e e e st e e e e e s e ee e e e e s aanneeee 58-8
58.1.14 savi Max-SIaaC-life ... 58-9
58.1.15 savi timeout DINA-PrOECL....... ... ettt e e e e st e e e e e e e e eeneae e e e e e e aannnees 58-9
58.2 COMMANDS FOR MONITOR AND DEBUG ......ccoiiiiii ittt an e 58-10
TS T2 N IV T a1 (o =T To I D T=1 o1 U o o [P S PSRRI 58-10
CHAPTER 59 COMMANDS FOR WEB PORTAL CONFIGURATION......ccccuoiiiiiiiinnee. 59-1
59.1 CLEAR WEBPORTAL BINDING ...ceeeieiiieieieeeseeeeeeese e e seae s e saaesesesessseseseanaaaaanaesnsnsnananananananananananansnsnsnananannns 59-1
59.2 DEBUG WEBPORTAL BINDING ....ceeitieieieieseseseieeeeeeesesesessseaaseseasasaasasnsesasnsesesnsnsssnassnsnsnanansnsnsnsnsnansnanansns 59-1
59.3 DEBUG WEBPORTAL ERROR.....ceiiititieieieieieieieieietaseaeiasssesesasaaeaasasaaasaaaaasassanasssananananananananananananananananans 59-2
59.4 DEBUG WEBPORTAL EVENT ..ciiiiieiiieieie i e e e e e e et et et et et et et et e s e s et e s e s e s e aeaeanananananseanananananananananananananan e e e anananans 59-2
59.5 DEBUG WEBPORTAL PACKET ..iiiiiieiii e et et e et et e et et et et et et et et et et et e s e s n s e anananananananananananananananananananan e an e ans 59-3
59.6 IP DHCP SNOOPING BINDING WEBPORTAL ...cceeieieieieeeeeieieieeeeeaeaeaeseaesssaassesesesesssnanananansnansnsnsnsnsnsnsnansnens 59-4
5O.7 SHOW WEBPORTAL ..cetiiiiei ettt ettt et et et et et et et et et e e et e s e s e s e s e s e s e s e s e aa s e aaaasean s e aaanaesnananananananananananananananananannnnnnn 59-4
59.8 SHOW WEBPORTAL BINDING ..ceeieieieieieieseseieieeeseseseaesesasesesasasasaaasesaaasasasesssssesssnanananansnsnsnsnsnsnsnsnansnsnsns 59-5
59.9 WEBPORTAL BINDING-LIMIT .eiiieieieieeeie e e e ee e e e e e s e e s e s et e s e s e s e s e s e ae s e s s aesean s s s aansesnananasananananananananananananananananans 59-6
59,10 WEBPORTAL ENABLE ...ciiii i e i et e i ettt ettt ettt et et e e e e e e e e e e et e e e e e s e s e e e s e e e s e e e an s e s e ananan e e anananan e e anen e e e e an s 59-6
59.11 WEBPORTAL ENABLE (PORT) ¢1tttiiiiiiiiitiiieiie e e s s sttt e e e e s s seiteee s e e e e s e snnstnan e e aeeesnnnnntenneeaeessnnnnnneneeeenas 59-7
5O.12 WEBPORTAL NAS-IP «.iiiiii e i e e e e oot e e ettt e e et et et et e e et e e e s e e et et e e e s e s e s e s n e e s e e e ananae e e anananaeananananananananan e anannn 59-8
5O.13 WEBPORTAL REDIRECT ....ccitititieieieteseie e e e et e eeaeseseseseaeaasesaaeaeasaaaeaesaaeaeaeaesesnaeasanananasanananananananananananannns 59-8
CHAPTER 60 COMMANDS FOR VRRP ... .ot 60-9
60.1 ADVERTISEMENT-INTERVAL ...ceeieieeeee e e e e e e e e e e s e e e e e e e e e s e s e s e s e s e aaaeae s e ananseanaeaeanaeananananananansnanananananananananananannns 60-9
L0 I o Lo U T ol [0 1 60-10
LT IR0 =1 =T U 60-11
B0.4 DISABLE ....ci e i e e e oo oot 60-11
B0, ENABLE ...t i e i e e ettt ——————— 60-12
LT OB T 1= o 60-12
LTI = Y 1 0 ) 60-13
L0 = 1 =T 60-13
LTI L@ T 1=t Y ] 60-14
L0 0 K0 I T 1T Y 60-15
L0 0t I Y T 1 YT 60-16
CHAPTER 61 COMMANDS FOR IPV6 VRRPV3 CONFIGURATION.......cccuuiieiiiiinne. 61-1
61.1 ADVERTISEMENT-INTERVAL ...ceeitie e et eeeee e e s e e e e e e e e e e e s e s e aese s e s e s e s e aaasaaanaeanaeaaanananananananananananananananananananananannns 61-1
L o Lo W T ol T 1 61-2
BL.3 DEBUG IPVB VRRP ....cciiiieie i et et e e et e et e e et e e et et et e e e e e e et et e e e e e s e e e s e s e s e e e e e s e e e e e e e s e anaeananan e s an e e an e e an e e anan e e anan e e e e annnnn 61-2
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o oIS 0 SRS 61-3
D15 ENABLE ... eeueeteeteteteseeteteseeseemeeteaseeteste e et e st es e e st e b e R e Re AR et et e R £ e R e e Rt ARt ARt ke e et e Rt e Rt e Rt e Reebe e e ee e et eneeneann 61-3
B1.6 PREEMPT-MODE «....ttuteutesteseeseeneesesseasessessesessaseeseasesseasessensessesseseaseaseaseasessensenseseaseaseasessensensensensasennes 61-4
BL.7 PRIORITY ..ueteeteteatestesteeeseeseemeeseeseetessese e eseeseese et e ee e teeeeaeesees e eseeEeeEeee et e e enseneeneameebenbeneente e eneeneeneanis 61-5
B1.8 ROUTER IPVB VRRP ......tiuteueeseeneaseateatestesteseeseaseeseasesseasessessessesseseaseaseaseaseseesesseseaseasessessensensensensaseanes 61-5
B1.9 SHOW IPVE VRRP ....uuveterteneeseeneaseaseatessesseeeseaseeseaseaseasessensesesseseaseaseaseaseseensenseseaseasessessensensensensesennes 61-6
B1.10 VIRTUAL-IPVE INTERFACE ....eutetetetestesteeeseeseeseesessessessesessessessaseasessessessensessessasessessessessensensenseseanes 61-7
CHAPTER 62 COMMANDS FOR MRPP ...t 62-1
B2.1 CONTROLVLAN 1..tttttetenteneeseeneeseaseasessesseseeseeseeseaseaseasessensessesseseaseaseaseasessensenseseaseaseaseseenseneensaneeneanis 62-1
62.2 CLEAR MRPP STATISTICS 1..uveuteutaseateatessesteseseaseeseaseasessessensessesseseaseasessessesessessessasessessessessessensenseseanes 62-1
B2.3 DEBUG MRPP .....tttetetesteseeseeseeseaseasessenseseseeseaseaseaseasessensessessaseaseaseaseatensensensaseaneaseateseenteneenseneeneanis 62-2
ST == SRS 62-2
B2.5 FAIL-TIMER ....uetttttetetesteeeseeseesesseesessesseeeseaseeseaseaseatenseneeseeseeseeseeseaaeesens e s enseseaneaseebeneenteneenseneeneanis 62-3
B2.6 HELLO-TIMER. ... ttteutetenteseeseeneeseaseasesseaseseeseeseeseasessessessensessassaseaseaseaseasessensenseseaseaseasessensessenseneasenns 62-4
B2.7 MRPP ENABLE .....ttttteteteseeseeseesessestessesseseeseaseeseaseaseatesseneesseseeseeseebeaaeeaese e s eneeseaseaseabeaeenteneenseneeneans 62-4
B2.8 MRPP POLL-TIME ... ttuteuteutemeeseeneaseaseasessessesseseaseaseasesseasessessessesseseaseasessensessensensesensessessessensensensensasennes 62-5
B2.9 MRPP RING ...vetttetetetesteseeseeseeseaseasessesseseeseaseeseaseaseateseeasessesseseeseaseaeeetens e e eneeneaseaseateneenteneenseneeneans 62-5
62.10 MRPP RING PRIMARY-PORT ....utettttatetesteseeeeseeseasesseasessessessessessaseasessessessensessessessssessessessessensensaneanes 62-6
62.11 MRPP RING SECONDARY-PORT ....ttttteteseeseeseeseasesseasessessessesseseaseasessessessessessessasessessessessessensensessanes 62-6
B2.12 NODE-MODE .....ttuteutestenteneeseeneasesseasessessesseseeseeseaseaseasessensessasseseaseaseaseasessensesseseaseaseasessensensenseneaneanes 62-7
B2.13 SHOW MRPP ....tttetetenteneeseeseeseaseesessessesseseaseeseaseaseatessensessaseeseaseaseaseaseseenseneeneaseaseaneaeentensenseneeneanis 62-8
62.14 SHOW MRPP STATISTICS ....veuteueareateteseesseseseeseeseasessessessessessesseseaseasessessessesessessasessessessessessensenseseanes 62-8
CHAPTER 63 COMMANDS FOR ULPP ...eiie e 63-1
63.1 CLEAR ULPP FLUSH COUNTER INTERFACE ....cuveuteutateateatesseseesseseeseeseasessessessensessessessssessessessessensensensanes 63-1
B3.2 CONTROL VLAN .. tttttetenteseeseeneeseaseesessesseeeseeseeseaseaseatessensesseseeseaseaseaseateseenseneeseaseaseabeaeenteneeneeneeneans 63-1
63.3 DEBUG ULPP ERROR ..c..ttuteueeseeseaseatesessessesseseaseeseasesseasessessessessessaseasessessessensensessasessessessensensensensesennes 63-2
B3.4 DEBUG ULPP EVENT ...ttuttuteueesteneeteateatestesteseseaseeseasesseasessensessesseseaseasesseaseseensessessasessessessensensensenseseanes 63-2
63.5 DEBUG ULPP FLUSH CONTENT INTERFACE ....cuveuteuteteateatesteneeseeeeseeseasesseasessessessessasesssasessessessensensensenes 63-3
63.6 DEBUG ULPP FLUSH {SEND | RECEIVE} INTERFACE ...tvttttteeisiiiteteeeeeeesssnnrsnereseesssssssssnnsesesssnnnsssnnseeeenns 63-4
B3.7 DESCRIPTION ..t tttetetesteseeseeseeseaseesessessesseseeseeseeseaseasessensessaseeseaseaseaseaseseensensaneaseaneabessentensenseneeneanis 63-4
B3.8 FLUSH DISABLE ARP....c.ututeutesteueaseaseatessessesseseeseeseaseaseasessesessesseseaseaseasessessensensessasessessessessensensenseseanes 63-5
B3.9 FLUSH DISABLE MAC .....ttuteueeuteneaseaseatessessesseseeseaseaseaseasessesessesseseaseaseaseasessesesseseasessessessessensensensensanes 63-5
B3.10 FLUSH ENABLE ARP .....tuttuteuteutateateetestestesseseeseeseeseasessessensessesseseaseasesseasessensensessasessessessessensensensesennes 63-6
B3.11 FLUSH ENABLE MAC ... .ttuteuteuteneeseeteatessesuesseseaseeseasesseasessesessessessaseasessessessensessessasessessessensensensenseneanes 63-6
63.12 PREEMPTION DELAY ....tuteuteuteueaseaseetessesseseeseeseeseasessessessensessessessaseasessessesssnsensensesessessessessensensenseseanes 63-7
63.13 PREEMPTION MODE ... .tuteuteseeseaseaseatessesseseeseeseeseasessessessensessesseseasessessessessensensessnsessessessensensensensaneanes 63-7
63.14 PROTECT VLAN-REFERENCE-INSTANCE .....veuteuteuteteaseatesseseeseeseeseeseasessessessessessessesessessessensessensensensanes 63-8
63.15 SHOW ULPP FLUSH COUNTER INTERFACE ... .veuteueateatetesseseeseeseeseesensessessessessessessasessessessessessensensensanes 63-8
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63.16 SHOW ULPP FLUSH-RECEIVE-PORT ....vtttiitttesseeesseeeasseeesssesasesassssesnsesansesessesessesessssesssessnseeesssessnsesans 63-9
B3.17 SHOW ULPP GROUP......cetiititesuteeateeasseeesntesesseeesseeessesessaeesssesssesesssesansesassesesssesessesessseesnsessssnesnsesans 63-9
63,18 ULPP CONTROL VLAN 1..ttteiuttristueesnteeasseeesseeessasesssesassesassssesnsesesssessnsesansesesssessnsssessseesnsesssssessnsessnses 63-10
63.19 ULPP FLUSH DISABLE ARP ...eeittteiutetesteeessteesteeessteeasesassseessessassessnsessnsssesssessssssesseesnsesssssessnsesenses 63-11
63.20 ULPP FLUSH DISABLE MAC ... tttetuteeesteeesseeesteeesstesasesassesessesssssessnsesansesesssessnsesessseesnsesssssessnsessnses 63-11
B3.21 ULPP FLUSH ENABLE ARP ....ceittteitttesteeestteesteeessteeasesasseeesntesassseesssesansesesssesansesessseesnsesssssessnsessnses 63-12
63.22 ULPP FLUSH ENABLE MAC ...etittteiuteeasteeestteessteeessteeasesassssesnsesssssessssesansesesssessssssesssessnsesssssessnsessnses 63-12
B3.23 ULPP GROUP .....teiiutiieteeesuteeasteeessteeasseeesseeeanteeeasteeasseeaseeeanseeaasseeasseeanseeeassesanseeennseesntenesssnesnsessnses 63-13
63.24 ULPP GROUP MASTER ....teiutttitttesuteeasseeesseeessesesssesansesassssesnsessssseesnsesansesesssessssssessseesnsesssssessnsessnses 63-13
B3.25 ULPP GROUP SLAVE ....uuvteiuteeasteeesntesassesesseeessesesssesansesassesesnsesessseesnsesansesesssesansesesseesnsesssssessnsesanses 63-14
CHAPTER 64 COMMANDS FOR ULSM ...t 64-1
64,1 DEBUG ULSM EVENT ...tetutttetueesuteeasueeassenestesesseeesseeesnsesessseesssssssesesssesansesansesesssessssesesssessnsessssseesnsesans 64-1
B4.2 SHOW ULSM GROUP ......utitetieesnteeeteeestaeestesesseeesssessnseeessaeeansesansesesssesansesansesesssesassssessseesnseessssnesnsenans 64-1
B2.3 ULSM GROUP ... uttteiueeesuteeasteeesnteeaaeeasseeesntesesseeessseeanseeeasteesnseeanseeeasteeansesanseeessteeaseeensseesnsessnsenesnsensns 64-2
64.4 ULSM GROUP {UPLINK | DOWNLINK} 1. tuetttieeeeeessssiitte e e e e s s ssstnteeseeeessssnsnaneeseeesssnnnssnneeseessnnnnssnnneenens 64-2
CHAPTER 65 COMMANDS FOR MIRRORING CONFIGURATION.........ccoeiiiiiiieeenn, 65-4
65.1 MONITOR SESSION SOURCE INTERFACE ... uvtteitteestteessteressuesansesasseeesnsesassesessssessesessseessessnseesssessnsesans 65-4
65.2 MONITOR SESSION SOURCE INTERFACE ACCESS-LIST...ueeitteiteresteresteresseeessenesnsesesneessessnsenessessnsenans 65-4
65.3 MONITOR SESSION DESTINATION INTERFACE .....veetutteiteressteeantesasseeesneesansesessesessesessseesssessnseresssessnsenans 65-5
B5.4 SHOW MONITOR ...eeuteesuteraseresnteeasseeesseeessesesseeesseessnsesesssessssessnsesesssesansesansesesssesensesessseesnsesesseesnsesans 65-6
CHAPTER 66 COMMANDS FOR RSPAN CONFIGURATION ..o 66-1
B6.1 REMOTE=SPAN ....ueteiuetesuteeateresnteeasseeassenessesesseeesseeeaseeesseeesssesansesesssesansesansesesssessnsesessseesnsesesssnesnsenans 66-1
66.2 MONITOR SESSION REMOTE VLAN ...ueteittteitetessueesseeessenesseessssesassssesnsesansessssesessesessseesseesnseresssessnsesans 66-1
66.3 MONITOR SESSION REFLECTOR=PORT .....eeiittteitteesuteessteeessueeasesassesesnsesansesassesesssesessseesssessnseeessessnsesans 66-2
CHAPTER 67 COMMANDS FOR SFLOW. ... 67-1
B7.1 SFLOW AGENT-ADDRESS ... .ttteiutteesteeeseresntesesseeesseeessesessseesssessnsesesnsesansesassssesssesessseesseesnseessseesnsesans 67-1
B7.2 SFLOW ANALYZER ....uttetuteeeteeesnteeasueeasseeessesasseeesseeesnseseassessssessnsesesssessnsessnsesesssesansesessseesnsesssssnesnsenans 67-1
67.3 SFLOW COUNTER-INTERVAL ...eeuttteutetetteestesesseeesseeessesesseeesssesssesesnsesansessssssesssesessssessseesnseesssseesnsesans 67-2
67 .4 SFLOW DATA-LEN ... uttetutteeteresnteeeeeeasseeestesesseeesseeesnseeessaeesssesansesesssesansesansesesssesansesesssnesnsessssseesnsenans 67-2
67.5 SFLOW DESTINATION ..c.uutttetueesutesaseesesenesnsesessesesseeesnsesessseesssesssesesssesansesansesesssesassesessseesnsesessseesnsesans 67-3
67.6 SFLOW HEADER-LEN .....utttetteesuteeeteresseneseesesseeessseessesesseeesnsessnsesesssesansesessesesssesensesessseesnsessssseesnsenans 67-4
B7.7 SFLOW PRIORITY ..tettteeuteeastueessteeasueeassenesnsesessesesssessnsesssssessnsessnsesesssesansesansesesssesansesessseesnsessssseesnsenans 67-4
B7.8 SFLOW RATE .1eetutteessteesseeeateeesnteeasseeassenesnsesessesassseeansesesssessssessnsesesssessnsesansesesssessnsesessseesnseessssnesnsenans 67-5
B7.9 SHOW SFLOW ....uveteeeeesnteeateeesnteeastesasseeesneesasseeessseesnseeeasseesnsesanseseassesansesasesesssesansesessseesseesssenesnsenans 67-6
CHAPTER 68 COMMANDS FOR SNTP ...t 68-8
B8.1 CLOCK TIMEZONE ... . tetutteeteeesnteeasueeassenessesesseeesseessnsesesssnesssesssesesssesansesessesesssesansesessseesnsessssseesnsesans 68-8
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B8.2 DEBUG SNTP.....eteveueseateseseeesesesessasesesessesesasessasesessssasesesessasesesessasesesessasesesesssasesessasesesessssesesessssesesens 68-8
B8.3 SNTP POLLTIME ....vtututtetestseetesesestasesesessesesesessssesesessasesasessasesesesesesesessaseses e s asesesessasesesassssasesessasesesens 68-9
B84 SNTP SERVER ...euvveueuteteseseeesesasestasesesessesesesessasesessasasesessssasesesessasesesessasesesessasesesessasesesessssasesessssesesens 68-9
B8.5 SHOW SNTP ...uttetisieeteseseeseseseessesesesssesesesessesesessasesese s sesesess s esese s esesese st esese e ssesese s st esene e sseserens 68-10
CHAPTER 69 COMMANDS FOR NTP ..ouiiiiiiiiicceeie e 69-1
B9.1 CLOCK TIMEZONE . .+..uvtevestaeeteseseeasesesessesesesessasesessssesesesessasesesessasesessssasesessssssasesessasesesessssesesessasesesens 69-1
B9.2 DEBUG NTP ADJUST ...vveviuiatetesesetasesesesesesesessasesessssesesasessasesesessasesesessssesessssssasesessasesessssssesesesnsesesens 69-1
69.3 DEBUG NTP AUTHENTICATION ..utuvteresiaeeteseseseasesesessesesasessssesessssesesesessssasessssssesessssssesessssasesesessssesesens 69-2
B9.4 DEBUG NTP EVENTS ...eveuertteteseseeasesesessesesesessasesessssesesesessssesessssasesesessssesessssssasesessasesesessssasesessasesesens 69-2
B9.5 DEBUG NTP PACKET «..vvvtutattesesestasesesessesesesessasesessssesesasessasesessssasesesessssesessssssasessssasesesessasesesesssasesens 69-3
B9.6 DEBUG NTP SYNC ...ueuveteresestetesesetasesesessesesasessasesessssasesesessssesesessasesesessssesessssssesesessasesesessssesesessssesesens 69-3
B9.7 NTP ACCESS-GROUP .....cutuiutetiresestateseststesesessssasesessasesesasessasasessssasesesessssesesessasasesessasesessssssasesessssesesens 69-4
B9.8 NTP AUTHENTICATE ....vveverteetesesetesesesessesesesessasesesessesesesessasesesessesesesessssesessssssesesessasesesassssasesessssasesens 69-4
69.9 NTP AUTHENTICATION-KEY ....veututteteresesteteseseseasesessssesesesessssesesessssesesessssesessssssesessssasesesessasesesessssesesens 69-5
69.10 NTP BROADCAST CLIENT ...vvveutatateseseseesesesessasesesessesesasessssesessssesesesessssesessssasesessssssesesessasesesessssesesens 69-5
69.11 NTP BROADCAST SERVER COUNT ....vvtuttereststasesesessesesasessssesessssssesesessssesesessesesessssasesessssssesessssssesesens 69-6
B9.12 NTP DISABLE ....vviueuteteteseeesesesesessesesessesesasessasesesessesesesessasasesesasesese st asesesessesesese s esesesessssesesesasesesens 69-6
BO. 13 NTP ENABLE «....vcvtutteteseseeetesesestesesesessesesasessasesesessesesasessasesesesasesesessaseses e st esese s asesesessssesese e asesenens 69-7
69.14 NTP IPVB MULTICAST CLIENT w.vutuvverisistetesesesasesesessesesasessssasesessssesesessssesessssssesessssasesesessasesesessssesesens 69-7
B9.15 NTP MULTICAST CLIENT 1.vuvveteseteteseseseesesesessssesessssesesasessssesesessesesasessssesessssesesesessasesesessasesesessasesesens 69-8
B9.16 NTP SERVER ...v.veveuestateseseeesesesessssesesessesesasessasasessasasesesessasesessssasesesessssesessssssasesessasesesessssasesessnsesesens 69-8
B9.17 NTP TRUSTED-KEY ....veueutteteseseeasesesesesesessssasesessssesesassssasesessssasesessssssesessssssasessssasesessssssesesessssesesens 69-9
B9.18 SHOW NTP STATUS ...v.vvertaeteseseeasesesesesesesessasesesessesesesessasesessssasesesessssesessssssesessssasesessssasesesessssasesens 69-9
69.19 SHOW NTP SESSION ...vutueevtesisteeseseessesesesessesesessasesesessssesesessssesessssssasesessnsesessssssesesessssesesessssesesens 69-10
CHAPTER 70 COMMANDS FOR DNSVA/VGB .....ccooiiiiiiieiee et 70-1
70.1 CLEAR DYNAMIC-HOST w..vttattetesttatesesestetesasessesesessssesesasessssesesessesesasessasesessssssasesessasesesessssesesessssesesens 70-1
70.2 DEBUG DNS ...uuttitesestateseseseesesesessssesessssesesasessaseseseasasesasessasasesessasesasessasesesesesesese s asesesesssseseseseasesesens 70-1
70.3 DNS-SERVER ....etettuestetesisestesesesessssesesssasesassssasasessasasesasessasesesessasesesessasesesesesesesessasesesessssasesessssesesens 70-2
T0.4 DNS LOOKUP .....vtiatetatesestetetesesestesesesessesesasessaseseseasesesesess et eses e s e s e besess e s e s es e s s e s e se e e s et ese s s esese e esesenens 70-3
70.5 SHOW DNS NAME-SERVER ....0eututteteseseseatesesessasasessssesesassssasesessssasesesessssesessssasasessssasesessssasesessssssesesens 70-3
70.6 SHOW DNS DOMAIN-LIST ....vveueretateseseeesesesessasesessssesesassssssesesessesesesessssesessssssasesessasesesessssesesessssesesens 70-4
70.7 SHOW DNS HOSTS 1..vuvteveseseeteseseseasesesessesesesessasesessasasesassssssesessssasesessssssesessssssasesessasesesessssasesesssesesens 70-4
70.8 SHOW DNS CONFIG.....vvevereaereseseseasesesessesesesessssesessssesesasessasesesessasesesessssesessssssasesessasesesessssesesessssesesens 70-5
70.9 SHOW DNS CLIENT 1.uuvtettsteeteseseseaseseseeesesesessasesessssesesesessasesessssesesessssssesesssssasesessasesesessssasesessssesesens 70-5
70.10 1P DOMAIN-LOOKUP ......vtutetetetesetasesesessesesasassasesessssesesesessssesesessasesesessssesessssssasesessasesesessssasesessssesesens 70-6
70,11 1P DOMAIN-LIST o.vtuttetetesteetesesestasesesessesesesessssesesessesesesessasesesesesesesessasesesesesesesessasesesessasasesesasesesens 70-6
70.12 1P DNS SERVER ...vtututtetisteetesesestasesesessesesasessasesessssesesassssasesessssasasesessssesessssssesesessssesesessssesesessasesesens 70-7
70.13 IP DNS SERVER QUEUE MAXIMUM .....uiuvtirisistasesestasesesesessssesessssesesasessssesessssasasessssasesessssssesessssssesesens 70-7
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70.14 1P DNS SERVER QUEUE TIMEOUT ...vviuiuttireseseasesestseesesesessssesesessssesesessssesessssssasessssasesessssasesessssssesesens 70-8
CHAPTER 71 COMMANDS FOR SUMMER TIME ......ccoiiiiiiiiiiiee e 71-1
71.1 CLOCK SUMMER-TIME ABSOLUTE ....vcvtututetereststasesestssesesesessssasesessesesesessssesessssssesessssssesessssasesesessssesesens 71-1
71.2 CLOCK SUMMER-TIME RECURRING ......tuvtereststasesessssesesasessssesessssesesassssssesessssesesessssasesesssasesesessssesesens 71-2
71.3 CLOCK SUMMER-TIME RECURRING ......uvteteststasesesessesesasessssesesessesesassssssesessssssesessssasesesssasesessssssesesens 71-2
CHAPTER 72 COMMANDS FOR SHOW .....ooiiiiiiiiieeeee e 72-3
72.1 CLEAR HISTORY ALL=USERS.....00utteteteststetesestssasesessssesesassssasesessssesesesessssesessssssasessssasesessssasesesessssesesens 72-3
72.2 CLEAR LOGGING w..vutuvtetisteetesesestasesesessesesassssasesessssesesasessssasesessasesesessasesesssssasesessasesesassssasesessssesesens 72-4
72.3 HISTORY ALL-USERS MAX-LENGTH ....ututteterestiasesestssesesesessssesesessesesesessssesessssssasessssasesessssssesessssssesesens 72-4
T2.8 LOGGING ...vveveeteeeeeietesese e teseseseesese e s b ese s e s et et e s e s e s e s e s e s e s e s e s e s b e b e s e e e s s e s e et s e R st et e s e et et e s e s nen e 72-5
72.5 LOGGING EXECUTED-COMMANDS .....ueutueterestseasesessssesesasessasesessssasesessssssesessssssesessssasesessssasesessssasesesens 72-6
72.6 LOGGING LOGHOST SEQUENCE-NUMBER .......ctiteterttetereseeasesesessesesesessssesessssssasessssasesessssssesessssssesesens 72-6
4772 0 =1 N 72-7
4772 = 3 =1 N 72-9
72.9 SHOW DEBUGGING .....v.veteseeeetesesteesesesessesesessssesesassasesesessssesessssssesesessssesesessssasessssnsesesessnsesesessssesesens 72-11
72,00 SHOW FLASH ....viututvetesetetesesestssesesesssesesessssesesesssesesessssesesessssesese st asesese s s sesesessasesesessssesene e ssesenens 72-12
72,11 SHOW HISTORY ...vtuvvtesesteesesessssesesessssesesessssesesessssesesessssesesessssesesessssasesessssesessssssesesessssesesessssesesens 72-12
72.12 SHOW HISTORY ALL-USERS....10uvveteresetesesesesesesessssesesessssasesssssesessssssasessssesasessssssesessssssesessssssesesens 72-13
72.13 SHOW LOGGING BUFFERED ......v.vetisisetesesesesesesessssesesessssesessssssesessssssasessssssasessssssesesessssesessssnsesesens 72-14
72.14 SHOW LOGGING EXECUTED-COMMANDS STATE .....vveviuisiteseseeetesesessssesessssssesessssssesessssssesessssssesesens 72-14
72.15 SHOW LOGGING SOURCE .....vvtutettisesetesesestssesesessssesesessssasessssssasesessssasessssssesessssssesesessssesessssssesesens 72-15
72.16 SHOW MEMORY ......vovvesiseeeetesesseesesesssesesesessesesassasesesessssesesassssesesessasasesessasesesessssesesessssesesesessesesens 72-15
72.17 SHOW RUNNING=-CONFIG ... .vevuvatesisesesesesessssesesessssesesessssesesassssesessssssasessssssasessssssesesessssesesessssesesens 72-16
72.18 SHOW STARTUP-CONFIG ......veuiueaeatesesetesesesessesesesesesesessssasesassssesessssssasesessssasessssnsesesessssesesessssesesens 72-17
72.19 SHOW SWITCHPORT INTERFACE ....vvtutttesestseseseseesesesessssesessssssesesessssesessssssesessssssesesessasesesessssesesens 72-17
72.20 SHOW TCP ...ettettsieteteseteeetese st seseseeesesese e sesese s esesese s s e s es e s s e b e s e e s e s ese s s e b e se e e s s e s e s et s ene e ssesenens 72-18
72,21 SHOW TCP IPVB....uvvevesisieetesetseeseseessesesessssesesessssesesessssesesessasesesessasesese s ssesese s ssesesessssesene e ssesenens 72-19
72.22 SHOW TELNET LOGIN. ... 1tutveteresteaseseseesesesesessesesessasesesessssesessssssesessssssesesessssasessssnsesesessssesesessssesesens 72-19
72.23 SHOW TEMPERATURE .....tuvteststatetesetssesesessssesesessssesesessssesesassssasessssssasesessssasessssssesesessssesesessssesesens 72-20
72.24 SHOW TECH-SUPPORT ... c.veveststteseseessesesessssesesessasesesessssesesassssesesessssasessssssasessssnsesesessssesesessssesesens 72-20
72.25 SHOW UDP.......etitiuteeteseseseesesesessesesessseseseessesesessesesese s seses e e s e s es e s s esese st e s ese e e s et es e s ssesene e sseserens 72-21
72.26 SHOW UDP IPVB .....vovveseeieetesestseesesesestesesessssesesesssesesessssesesasssesesessasesese s sesese s asesesessssesene s ssesesens 72-21
72.27 SHOW VERSION......c.vteuesttesesetseesesesssesesessssesesassasesesessssesesassssasesessssasesessesasessssssesesessssesesessssesesens 72-22
72.28 TRACEROUTE ...vvtuttetesestetetesetssesesessssesesessssesesessesesese s sesese s asesese s et esese st esese s asesese s st esene e sseserens 72-22
72.29 TRACEROUTED ....uvvtiuisiietisitstesesetstesese s sesesessesesese s seses e s ssesese s s s esese st esese e et e ses e e st esene e ssenenens 72-23
CHAPTER 73 COMMANDS FOR RELOAD SWITCH AFTER SPECIFIED TIME ......... 73-1
73,1 RELOAD AFTER ...vviututatesesttetesesessasesesessasesasessasesessasasesassssasesesessesesesessasesesesasesesessasesesessasasesessnsesesens 73-1
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73.2 RELOAD CANCEL ...tttttttteeeiiitttteeteeeseaastste et te e e s e ass e et et e e e s s s n e b e e et e e e e e s e aab bbb et e e e e e e s s bbb e e e e e e e e s annnnrneeeeeeeas 73-1

73.3 SHOW RELOAD. .....utttteteeeeaaauttteeeteaesaaaasteteeeeeeeaasssbe et e e e e e s e s s b b e e e et e e e e s e asn b b e e et e e e e e s s bbb e e e e e e e e aannnrreeeeeeneas 73-2

CHAPTER 74 COMMANDS FOR DEBUGGING AND DIAGNOSIS FOR PACKETS

RECEIVED AND SENT BY CPU ... 74-1
74.1 CLEAR CPU-RX-STAT PROTOCOL .....cvuiaeatieieieseiee e sesse e e et e e 74-1
74.2 CPU-RX-RATELIMIT PROTOCOL ...ttt e ees et ese e 74-1
74.3 CPU-RX-RATELIMIT TOTAL ....c.tiiuiaiieieesesteie ettt 74-2
T4.4 DEBUG DRIVER ....oiuiiiiiiiteee ittt ettt s e ae sttt ettt 74-3
74.5 SHOW CPU-RX PROTOCOL .....vuviuaeatiseeeseseesessesseaessesesesessesesess st sesse s s e sese e seesssss s seseseseenesens 74-3

CHAPTER 75 COMMANDS FOR BASIC VSF CONFIGURATION..........ccvviiiiiiiiiiiiieee, 75-4
75.1 SWITCH CONVERT MODE ......c.viiueateeteieessete e e s s e st sesee e se s st et ee e e 75-4
T PO 75-5
75.3 VSF PORT-GROUP .....ctiuiuiietieietaseieeses st e sessessae e s st nese s se e st e se e e et ae et 75-5
75.4 VSF PORT-GROUP INTERFACE ETHERNET .....cucuttiiiiieteieines e 75-6
75.5 VSF DOMAIN ...ttt e ettt et e ettt ee e 75-7
75.6 VSF MEMBER ...ttt e ettt 75-8
75.7 VSF NON-WAIT PORT-INACTIVE ...ttt et 75-8
75.8 VSF PRIORITY ...eetiiutiiteteiesee i ettt s e e s e e ettt e et 75-9
75.9 VSF AUTO-MERGE ENABLE ........cutttiuitteteieeste ettt ie st e se et seesese s 75-10
75.10 VSF MEMBER DESCRIPTION .......cuvutuiaetteteeseeseieesse e seseesssese et e seessss s sesess s e s s seeneeeas 75-10
75.11 VSF LINK DELAY ....uviiieeeieieieseese e ee st 75-11
75.12 VSF MAC-ADDRESS PERSISTENT .....uvuiitiiieiieieesseieie et s e 75-11

CONFLICT DETECTION ....ciiiiiiiiiiiiiiiiii ittt s e s s sasasssasseassaeeees 76-1
76.1 VSF MAD LACP ENABLE ....uvutiiuetteieeses st e e e e se et e et e e 76-1
76.2 VSF MAD BFD ENABLE .....utuiatiiaeiie ettt et e e et 76-1
76.3 VSF MAD IP ADDRESS .....cuueatiiueeseieesessetesesessessseaessesesesessesesessssesesesesee s sessese e e seesess e seesese e seeneeens 76-2
76.4 VSF MAD EXCLUDE ...ttt e et ettt 76-2
76.5 VSF MAD RESTORE .......vtutaetieieesseseesessese e e sessseaessesese e seesese s st ese e se s s e e st e e ee s e e s se e e neeees 76-3
76.6 SHOW MAD CONFIG ......veeneaeetieaesesseeeesessesese e sessae e s se e e e s e e e s s e e s e e e st ee et e e e s 76-4

CHAPTER 77 COMMANDS FOR VSF DEBUGGING...........ccoiiiiiiiiiiiiiiiiiiieceeiceeeeeee 77-1
77.1 SHOW RUNNING-CONFIG ......c.vuiuesetieaeessetesesessesssessssesesesessasesesessesesesesee s saessesese e seesesee e sess e eeeneeens 77-1
TT.2 SHOW VSF ..ottt ettt 77-1
77.3 SHOW VSF TOPOLOGY ....euvaeatiiiaeseseieesessesesesessesssasssesesesesseseseasssesesesessesssssssseseseseseesssssssssessseseenesens 77-2
77 .4 SHOW VSF-CONFIG.......ucuiuieteieaesesseieeses st e sessessaeaes s s s e ssesese s st e e e se s e e e e et ee s e et 77-3
77.5 SHOW MAD CONFIG ....c.vueuaetieaesesseseesessesese e sesese e s sese e se s e e e st se e se s e s e s e e se et e e e e n e 77-4
77.6 SHOW VSF CPU-DATABASE ALL-MEMBER BRIEF-INFORMATION ........curuiiiiiinenaeeeneseeieesesnesee e 77-5
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77.7 SHOW VSF CPU-DATABASE MEMBER BASIC-INFORMATION ...cccuuuiirieuieereuueeeestnneeesnneesesnnaeeessnaeeennnnaeees 77-5
77.8 SHOW VSF CPU-DATABASE MEMBER RUNNING-INFORMATION ....uuuieetereetiiiiseeeeseeesnnnnnseeesessssinnnaaseassenes 77-7
77.9 SHOW VSF CPU-DATABASE MEMBER PORT-INFORMATION.....cutuuuiiieeeerrerttnnaeeeeeeressnnnnseeesesssssnnnanseessenes 77-8
77.10 SHOW VSF CPU-DATABASE MEMBER PORT-LINK-INFORMATION.......ccevtttuieeeereeeerennnanseeeeeresninnnneeeassenes 77-8
780 T T T X 77-9
77.12 DEBUG VSF PACKET DETAIL <ALIVE | ALL | CONFIG | MEMBER-INFOR | PROBE | ROUTING | TOPO>.....77-10
T7. L3 DEBUG VSF PACKET ..uieeiiiitittisieeeteeatttaaeseeeseestataseeeseesastannaaeaeseestanannaeeserssstannareeesrssrnnnnnseeeaeees 77-11
T T N ] == LY ] ol Y = N 77-12
T7.15 DEBUG VSF ERROR ..uuuiiitueeetititesettusesetaaeeestaaeeeanneseanneeeetaaeeeetnaeeannnaretsnaeeennaerennnaeeesnnneernnnnns 77-12
CHAPTER 78 COMMANDS FOR POE ... . 78-13
78.1 COMMANDS FOR POE CONFIGURATION ...uuiieetiitttttaeseeeseessstnseeeeesesstnnnaseeesesssntnnnaeesessssmsnnanneeeeeees 78-13
78.1.1 power inline enable (GIODAI) ........cooo et e e e e e enneees 78-13
78.1.2 power iNliNe €NabIE (POIL) ... ...ttt e e et e e e e e e et e e e e e e e aennreeeeaaeeaannnees 78-13
78.1.3 power inline Nigh-INFUSK ...t e e e e e e s e nneeee 78-14
78.1.4 POWET INHNE TEUACY ...eeeeeiieeiiiiiee ettt ettt e e e e e ekttt e e e e e e et beaeeeaeesaanneaeeeaaesaannnens 78-15
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Chapter 1 Commands for Basic Switch
Configuration

1.1 Commands for Basic Configuration

1.1.1 Authentication line login

Command:
authentication line {console | sty | web} login {local | radius | tacacs}
No authentication line {console | sty | web} login

Function:
Configure VTY (login with Telnet and SSH), Web and Console, so as to select the priority of the authentication mode
for the login user. The no form command restores the default authentication mode.

Default:
No configuration is enabled for the console login method by default. Local authentication is enabled for the VTY and
Web login method by default.

Command Mode:
Global Mode.

Usage Guide:
The authentication method for Console, VTY and Web login can be configured respectively. And authentication
method can be any one or combination of Local, RADIUS or TACCACS. When login method is configurated in
combination, the preference goes from left to right. If the users have passed the authentication method,
authentication method of lower preferences will be ignored. As mentioned, if the user receives a corresponding
protocol’'s answer of refusal or acceptance, it will not attempt the next authentication method (Except if the local
authentication method fails, it will attempt the next authentication method); it will attempt the next authentication
method if it receives nothing. And AAA function RADIUS server should be configured before the RADIUS
configuration method can be used. And TACACS server should be configured before the TACACS configuration

method can be used.

The authentication line console login command is exclusive with the login command. The authentication line
console login command configures the switch to use the Console login method. And the login command makes the
Console login use the passwords configured by the password command for authentication.
If local authentication is configured while no local users are configured, users will be able to login to the switch via the
Console method.

Example:

To configure the Telnet and SSH login method, use RADIUS authentication method.
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Switch(config)# authentication line vty login local radius

Relative Command:

aaa enable, radius-server authentication host, tacacs-server authentication host, tacacs-server key

1.1.2 banner

Command:
banner motd <LINE>
no banner motd
Function:
This command is used to configure the information displayed when the login authentication of a telnet or console
user is successful, the no command configures that the information is not displayed when the authentication is
successful.
Parameters: .
<LINE>: The information displayed when the authentication is successful, length limit from 1 to 100 characters.
Command Mode:
Global Mode.
Default:
Do not show the information when the authentication is successful.

Example:

Switch(config)#banner motd Welcome

1.1.3 boot img

Command:
boot img <img-file-url> { primary | backup }
Function:
Configure the first and second img files used in the next boot of the main control boardcard.
Parameters: .
primary means to configure the first IMG file, backup means to configure the second IMG file, <img-file-url> is the full
path of the booting IMG file, the format of which is as follows:
1. The file path comprises of two parts: device prefix used as the root directory (flash:/) and the file name. No

space is allowed in each part or between two parts.

2. The suffix of all file names should be .img.
3. The length of the full file path should be no longer than 128 characters, while the file name no longer than 80
characters.
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Command Mode:
Admin Mode.

Default:
The factory original configuration only specifies the first booting IMG file, the nos.img file in the FLASH, without the
second one.

Example:

1. Setflash:/nos.img as the second booting IMG file used in the next booting of the system.

Switch#boot img flash:/nos.img backup

2. Set flash:/5.4.128.0_nos.img as the first booting IMG file used in the next booting of the system.

Switch#boot img flash:/5.4.128.0_nos.img primary

1.1.4 boot startup-config

Command:
boot startup-config { NULL | <file-url>}
Function:
Configure the CGF file used in the next booting of the main control boardcard.
Parameters:
The NULL keyword means to use the factory original configuration as the next booting configuration. Setting the he
CGF file used in the next booting as NULL equals to implementing “set default” and “write”. <file-url> is the full path
of CGF file used in the next booting.
1. The file path comprises of two parts: device prefix used as the root directory (flash:/) and the file name. No space
is allowed in each part or between two parts.
2. The suffix of all file names should be .cfg.
3. The length of the full file path should be no longer than 128 characters, while the file name no longer than 80
characters.
Command Mode:
Admin Mode.
Default Settings:
None.
Example:

1. Set flash:/ startup.cfg as the booting CFG file used in the next booting of the system.

Switch# boot startup-configflash:/ startup.cfg

2. Set flash:/ test-trunk.cfg as the booting CFG file used in the next booting of the system.

Switch#boot startup-config flash:/ test-trunk.cfg
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1.1.5 clock set

Command:
clock set <HH:MM:SS> <YYYY.MM.DD>
Function:
Set system date and time.
Parameter:
<HH:MM:SS>is the current time, and the valid scope for HH is 0 to 23, MM and SS 0 to 59; <YYYY.MM.DD> is the
current year, month and date, and the valid scope for YYYY is 1970~2038, MON meaning month, and DD between 1
to 31.
Command mode:
Admin Mode.
Default:
upon first time start-up, it is defaulted to 2006.1.1 0: 0: O.
Usage guide:
The switch can not continue timing with power off, hence the current date and time must be first set at environments
where exact time is required.
Example:

To set the switch current date and time to 2002.8.1 23: 0: O:

Switch#clock set 23:0:0 2002.8.1

Relative Command:

show clock

1.1.6 config

Command:

config [terminal]
Function:

Enter Global Mode from Admin Mode.
Parameter:

[terminal] indicates terminal configuration.
Command mode:

Admin Mode

Example:

Switch#config
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1.1.7 debug ssh-server

Command:
debug ssh-server
no debug ssh-server
Function:
Display SSH server debugging information; the “no debug ssh-server” command stops displaying SSH server
debugging information.
Default:
This function is disabled by default.
Command mode:

Admin Mode.

1.1.8 disable

Command:

disable
Function:

Disable admin mode.
Command mode:

Admin Mode.

Example:

Switch#disable

Switch>

1.1.9 enable

Command:
enable

Function:
Use enable command to enter Admin Mode from User Mode.

Command mode:
User Mode/ Admin Mode.

Usage Guide:
To prevent unauthorized access of non-admin user, user authentication is required (i.e. Admin user password is
required) when entering Admin Mode from User Mode. If the correct Admin user password is entered, Admin Mode
access is granted; if 3 consecutive entry of Admin user password are all wrong, it remains in the User Mode. Set the
Admin user password under Global Mode with “enable password” command.

1-53



SGS-6341 Series Command Guide

Example:

Switch>enable

Switch#

1.1.10 enable password

Command:
enable password [0]|7] <password>
no enable password
Function:
Configure the password used for enter Admin Mode from the User Mode,
The “no enable password” command deletes this password.
Parameter:
password is the password for the user. If input option 0 on password setting, the password is not encrypted,; if input
option 7, the password is encrypted.
Command mode:
Global Mode
Default:
This password is empty by system default
Usage Guide:
Configure this password to prevent unauthorized entering Admin Mode. It is recommended to set the password at
the initial switch configuration. Also, it is recommended to exit Admin Mode with “exit” command when the

administrator needs to leave the terminal for a long time.

1.1.11 end

Command:
end
Function:
Quit current mode and return to Admin mode when not at User Mode/ Admin Mode.
Command mode:
Except User Mode/ Admin Mode
Example:

Quit VLAN mode and return to Admin mode.

Switch(config-vlanl)#end
Switch#
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1.1.12 exec-timeout

Command:
exec-timeout <minutes> [<seconds>]
no exec-timeout
Function:
Configure the timeout of exiting admin mode. The “no exec-timeout” command restores the default value.
Parameters:
<minute> is the time value shown in minute and ranges between 0~35791.
<seconds> is the time value shown in seconds and ranges between 0~59.
Command mode:
Global mode
Default:
Default timeout is 10 minutes.
Usage guide:
To secure the switch, as well to prevent malicious actions from unauthorized user, the time will be count from the last
configuration the admin had made, and the system will exit the admin mode at due time. It is required to enter admin
code and password to enter the admin mode again. The timeout timer will be disabled when the timeout is set to 0.
Example:

Set the admin mode timeout value to 6 minutes

Switch(config)#exec-timeout 6

Set the admin mode timeout value to 5 minutes, 30 seconds

Switch(config)#exec-timeout 5 30

1.1.13 exit

Command:
exit
Function:
Quit current mode and return to it's previous mode.
Command mode:
All Modes
Usage Guide:
This command is to quit current mode and return to it's previous mode.
Example:

Quit global mode to it's previous mode

Switch#exit
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Switch#

1.1.14 help

Command:
help
Function:
Output brief description of the command interpreter help system.
Command mode:
All configuration modes.
Usage Guide:
An instant online help provided by the switch. Help command displays information about the whole help system,
including complete help and partial help. The user can type in ? any time to get online help.

Example:

switch(config)#help

PLANETOS CLI provides advanced help feature. When you need help, anytime at the command line please press

'?". If nothing matches, the help list will be empty and you must backup until entering a '?' shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter acommand argument (e.g. 'show ?') and describes each
possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know what arguments match

the input (e.g. 'show ve?'.)

1.1.15 hostname

Command:
hostname <hostname>
no hostname
Function:
Set the prompt in the switch command line interface. The no operation cancels the configuration.
Parameter:
<hostname> is the string for the prompt, up to 30 characters are allowed.
Command mode:
Global Mode
Default:

The default prompt is relatived with the switch.
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Usage Guide:
With this command, the user can set the CLI prompt of the switch according to their own requirements.
Example:

Set the prompt to “Test”.

Switch(config)#hostname Test

Test(config)#

1.1.16 ip host

Command:
ip host <hostname> <ip_addr>
no ip host {<hostname>|all}
Function:
Set the mapping relationship between the host and IP address; the “no ip host” parameter of this command will
delete the mapping.
Parameter:
<hostname> is the host name, up to 15 characters are allowed,;
<ip_addr> is the corresponding IP address for the host name, takes a dot decimal format;
all is all of the host name.
Command mode:
Global Mode
Usage Guide:
Set the association between host and IP address, which can be used in commands like “ping <host>".
Example:

Set IP address of a host with the hostname of “beijing” to 200.121.1.1.

Switch(config)#ip host beijing 200.121.1.1

Command related:

telnet, ping, traceroute

1.1.17 ipv6 host

Command:
ipv6 host <hostname> <ipv6_addr>
no ipv6 host {<hostname>|all}
Function:
Configure the mapping relationship between the IPv6 address and the host; the “no ipv6 host <hostname>"
command deletes this mapping relationship.

Parameter:
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<hostname> is the name of the host, containing max 15 characters;
<ipv6_addr> is the IPv6 address corresponding to the host name.
<all> is all the host address.
Command Mode:
Global Mode
Usage Guide:
Configure a fixed corresponding relationship between the host and the IPv6 address, applicable in commands such
as “traceroute6 <host>", etc.
Example:

Set the IPv6 address of the host named beijing to 2001:1:2:3::1

Switch(config)#ipv6 host beijing 2001:1:2:3::1

Command related:

ping6,traceroute6

1.1.18 ip http server

Command:
ip http server
no ip http server
Function:
Enable Web configuration; the “no ip http server” command disables Web configuration
Command mode:
Global mode
Usage guide:
Web configuation is for supplying a interface configured with HTTP for the user, which is straight and visual, esay to
understand.
Example:

Enable Web Server function and enable Web configurations.

Switch(config)#ip http server

1.1.19 language

Command:
language {chinese | english}
Function:

Set the language for displaying the help information.
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Parameter:
chinese for Chinese display;
english for English display.
Command mode:
Admin and Config Mode.
Default:
The default setting is English display.
Usage Guide:
Switch provides help information in two languages, the user can select the language according to their preference.

After the system restart, the help information display will revert to English.

1.1.20 login

Command:
login
no login
Function:
login enable password authentication, no login command cancels the login configuration.
Command mode:
Global mode
Default:
No login by default
Usage guide:
By using this command, users have to enter the password set by password command to enter normal user mode
with console; no login cancels this restriction.
Example:

Enable password

Switch(config)#login

1.1.21 password

Command:
password [0]7] <password>
no password
Function:
Configure the password used for enter normal user mode on the console. The “no password” command deletes this

password.
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Parameter:
password is the configured code. Encryption will be performed by entering 8.
Command mode:
Global mode
Default:
This password is empty by system default
Usage guide:
When both this password and login command are configured, users have to enter the password set by password
command to enter normal user mode on console.

Example:

Switch(config)#password 0 test

Switch(config)#login

1.1.22 reload

Command:
reload
Function:
Warm reset the switch.
Command mode:
Admin Mode.
Usage Guide:

The user can use this command to restart the switch without power off.

1.1.23 service password-encryption

Command:
service password-encryption
no service password-encryption
Function:
Encrypt system password. The “no service password-encryption” command cancels the encryption.
Command mode:
Global Mode
Default:
No service password-encryption by system default
Usage guide:
The current unencrypted passwords as well as the coming passwords configured by password, enable password

and username command will be encrypted by executed this command. no service password-encryption cancels this
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function however encrypted passwords remain unchanged.
Example:

Encrypt system passwords

Switch(config)#service password-encryption

1.1.24 service terminal-length

Command:
service terminal-length <0-512>
no service terminal-length
Function:
Configure the columns of characters displayed in each screen on terminal (vty). The “no service terminal-length”
command cancels the screen shifting operation.
Parameter:
Columns of characters displayed on each screen of vty, ranging between 0-512.
Command mode:
Global Mode
Usage guide:
Configure the columns of characters displayed on each screen of the terminal. The columns of characters displayed
on each screen on the telent.ssh client and the Console will be following this configuration.
Example:

Set the number of vty threads to 20.

Switch(config)#service terminal-length 20

1.1.25 sysContact

Command:
sysContact <LINE>
no sysContact
Function:
Set the factory contact mode, the “no sysContact” command reset the switch to factory settings.
Parameter:
<LINE> is the prompt character string, range from 0 to 255 characters.
Command mode:
Global Mode
Default:

The factory settings.
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Usage guide:
The user can set the factory contact mode bases the fact instance.
Example:

Set the factory contact mode to test.

Switch(config)#sysContact test

1.1.26 sysLocation

Command:

sysLocation <LINE>

no sysLocation
Function:

Set the factory address, the “no sysLocation” command reset the switch to factory settings.
Parameter:

<LINE> is the prompt character string, range from 0 to 255 characters.
Command mode:

Global Mode
Default:

The factory settings.
Usage guide:

The user can set the factory address bases the fact instance.
Example:

Set the factory address to test.

Switch(config)#sysLocation test

1.1.27 set default

Command:
set default
Function:
Reset the switch to factory settings.
Command mode:
Admin Mode.
Usage Guide:
Reset the switch to factory settings. That is to say, all configurations made by the user to the switch will disappear.

When the switch is restarted, the prompt will be the same as when the switch was powered on for the first time.
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After the command, “write” command must be executed to save the operation. The switch will reset to factory

settings after restart.

Example:

Switch#set default

Are you sure? [Y/N] =y

Switch#write

Switch#reload

1.1.28 setup

Command:

setup
Function:

Enter the Setup Mode of the switch.
Command mode:

Admin Mode.

Usage Guide:

Switch provides a Setup Mode, in which the user can configure IP addresses, etc.

1.1.29 show clock

Command:

show clock
Function:

Display the current system clock.
Command mode:

Admin and Configuration Mode.

Usage Guide:

If the system clock is inaccurate, user can adjust the time by examining the system date and clock.

Example:

Switch#show clock

Current time is TUE AUG 22 11 : 00 : 01 2002

Command related:

clock set
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1.1.30 show cpu usage

Command:
show cpu usage [<slotno>]

Function:
Show CPU usage rate.

Command mode:
Admin and Configuration Mode.

Usage Guide:
Check the current usage of CPU resource by show cpu usage command. Only the chassis switch uses slotno
parameter which is used to show the CPU usage rate of the card on specified slot, if there is no parameter, the
default is current card.

Example:

Show the current usage rate of CPU.

Switch#show cpu usage

Last 5 second CPU IDLE: 87%
Last 30 second CPU IDLE: 89%
Last 5 minute CPU IDLE: 89%

From running CPU IDLE: 89%

Command related:

clock set

1.1.31 show memory usage

Command:
show memory usage [<slotno>]

Function:
Show memory usage rate.

Command mode:
Admin and Configuration Mode.

Usage Guide:
Check the current usage of memory resource by show memory usage command. Only the chassis switch uses
slotno parameter which is used to show the memory usage rate of card on the specified slot, if there is no parameter,
the default is current card.

Example:

Show the current usage rate of the memory.

Switch#show memory usage

The memory total 128 MB, free 58914872 bytes, usage is 56.10%
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1.1.32 show privilege

Command:
show privilege
Function:
Show privilege of the current users.
Command mode:
All configuration modes
Example:

Show privilege of the current user.

Switch(Config)#show privilege

Current privilege level is 15

1.1.33 show temperature

Command:
show temperature
Function:
Display the current temputerature of the switch CPU.
Command mode:
All mode.
Usage Guide:
This command is used to monitor the temperature of the switch CPU.
Example:

Display the current temperature of the switch CPU.

Switch(Config)#show temperature

Temperature: 47.0625 C

1.1.34 show tech-support

Command:
show tech-support [no-more]

Function:
Display the operational information and the task status of the switch. The technique specialist use this command to
diagnose whether the switch operate normally.

Parameter:

no-more: Display the operational information and the task status of the switch directly, do not connect the user by
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“more”.
Command mode:
Admin and Configuration Mode.
Usage Guide:
This command is used to collect the relative information when the switch operation is malfunctioned.

Example:

Switch#show tech-support

1.1.35 show version

Command:
show version
Function:
Display the version information of the switch.
Command mode:
Admin and Configuration Mode.
Usage Guide:
this command is used to show the version information of the switch, including the hardware version and the software
version information.

Example:

Switch#show version

1.1.36 username

Command:
username <username> [privilege <privilege>] [password <0|7> <password>]
no username <username>
Function:
Configure local login username and password along with its privilege level.
Parameter:
<username> is the name of the user.
<privilege> is the maximum privilege level of the commands that the user is able to execute, its value is limited
between 1 and 15, and 1 by default.
<password> is the password for the user. If input option 7 on password setting, the password is encrypted; if input
option 0, the password is not processed.
Command Mode:

Global Mode.
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Usage Guide:
There are two available choices for the preferences of the registered commands in the switch. They are 1 and 15.
Preference of 1 is for the commands of the normal user configuration mode. Preference of 15 is for the commands
registered in modes other than the normal user configuration modes. 16 local users at most can be configured
through this command, and the maximum length of the password should be no less than 32.

Notice:
The user can log in user and priority after the command configures, before issuing the command authentication line
console login local, it should be made sure that at one user has be configured as preference level of 15, in order to
login the switch and make configuration changes in privileged mode and global mode. If there are no configured local
users with preference level of 15, while only Local authentication is configured for the Console login method, the
switch can be login without any authentication. When using the HTTP method to login the switch, only users with
preference level of 15 can login the switch, users with preference level other than 15 will be denied.

Example:
Configure an administrator account named admin, with the preference level as 15. And configure two normal
accounts with its preference level as 1. Then enable local authentication method.
Above all the configurations, only the admin user is able to login the switch in privileged mode through Telnet or
Console login method, userl and user2 can only login the switch in normal user mode through the telnet and console
login method. For HTTP login method, only the admin user can pass the authentication configuration, userl and

user2 will be denied.

Switch(config)#username admin privilege 15 password 0 admin
Switch(config)# username userl privilege 1 password 7 userl
Switch(config)# username user2 password 0 user2

Switch(config)# authentication line console login local

1.1.37 web language

Command:

web language {chinese | english}
Function:

Set the language for displaying the HTTP Server information.
Parameter:

chinese for Chinese display;

english for English display.
Command mode:

Admin Mode
Default:

The default setting is English display.
Usage Guide:
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The user can select the language according to their preference.

1.1.38 write

Command:
write
Function:
Save the currently configured parameters to the Flash memory.
Command mode:
Admin Mode.
Usage Guide:
After a set of configuration with desired functions, the setting should be saved to the Flash memory, so that the
system can revert to the saved configuration automatically in the case of accidentally powered off or power failure.

This is the equivalent to the copy running-config startup-config command.

1.2 Commands for Telnet

1.2.1 authentication ip access-class

Command:

authentication ip access-class {<num-std>|<name>}

no authentication ip access-class
Function:

Binding standard IP ACL protocol to login with Telnet/SSH/Web; the no form command will cancel the binding ACL.
Parameters:

<num-std> is the access-class number for standard numeric ACL, ranging between 1-99;

<name> is the access-class name for standard ACL, the character string length is ranging between 1-32.
Default:

The binding ACL to Telnet/SSH/Web function is closed by default.
Command Mode:

Global Mode.
Example:

Binding standard IP ACL protocol to access-class 1.

Switch(config)#authentication ip access-class 1 in

1-68



SGS-6341 Series Command Guide

1.2.2 authentication ipv6 access-class

Command:

authentication ipv6 access-class {<num-std>|<name>}

no authentication ipv6 access-class
Function:

Binding standard IPv6 ACL protocol to login with Telnet/SSH/Web; the no form command will cancel the binding ACL.
Parameters:

<num-std> is the access-class number for standard numeric ACL, ranging between 500-599;

<name> is the access-class name for standard ACL, the character string length is ranging between 1-32.
Default:

The binding ACL to Telnet/SSH/Web function is closed by default.
Command Mode:

Global Mode.
Example:

Binding standard IP ACL protocol to access-class 500.

Switch(config)#authentication ipv6 access-class 500

1.2.3 authentication line login

Command:
authentication line {console | vty | web} login {local | radius | tacacs}
no authentication line {console | vty | web} login

Function:
Configure VTY (login with Telnet and SSH), Web and Console, so as to select the priority of the authentication mode
for the login user. The no form command restores the default authentication mode.

Default:
No configuration is enabled for the console login method by default. Local authentication is enabled for the VTY and
Web login method by default.

Command Mode:
Global Mode.

Usage Guide:
The authentication method for Console, VTY and Web login can be configured respectively. And authentication
method can be any one or combination of Local, RADIUS or TACACS. When login method is configuration in
combination, the preference goes from left to right. If the users have passed the authentication method,
authentication method of lower preferences will be ignored. To be mentioned, if the user receives correspond
protocol’'s answer whether refuse or incept, it will not attempt the next authentication method (Exception: if the local

authentication method failed, it will attempt the next authentication method); it will attempt the next authentication
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method if it receives nothing. And AAA function RADIUS server should be configured before the RADIUS
configuration method can be used. And TACACS server should be configured before the TACACS configuration
method can be used.
The authentication line console login command is exclusive with the “login” command. The authentication line
console login command configures the switch to use the Console login method. And the login command makes the
Console login to use the passwords configured by the password command for authentication.
If local authentication is configured while no local users are configured, users will be able to login the switch via the
Console method.

Example:

Configure the remote login authentication mode to radius.

Switch(config)#authentication login radius

Relative Command:

aaa enable, radius-server authentication host

1.2.4 authentication securityip

Command:
authentication securityip <ip
no authentication securityip <ip-addr>
Function:
To configure the trusted IP address for Telnet and HTTP login method. The no form of this command will remove the
trusted IP address configuration.
Parameters:
<ip-addr> is the trusted IP address of the client in dotted decimal format which can login the switch.
Default:
No trusted IP address is configured by default.
Command Mode:
Global Mode.
Usage Guide:
IP address of the client which can login the switch is not restricted before the trusted IP address is not configured.
After the trusted IP address is configured, only clients with trusted IP addresses are able to login the switch. Up to 32
trusted IP addresses can be configured in the switch.
Example:

To configure 192.168.1.21 as the trusted IP address.

Switch(config)# authentication securityip 192.168.1.21
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1.2.5 authentication securityipv6

Command:
authentication securityipvé <ipv6-addr>
no authentication securityipv6é <ipv6-addr>
Function:
To configure the trusted IPv6 address for Telnet and HTTP login method. The no form of this command will remove
the specified configuration.
Parameters:
<ipv6-addr> is the trusted IPv6 address which can login the switch.
Default:
No trusted IPv6 addresses are configured by default.
Command Mode:
Global Mode.
Usage Guide:
IPv6 address of the client which can login the switch is not restricted before the trusted IPv6 address is not
configured. After the trusted IPv6 address is configured, only clients with trusted IPv6 addresses are able to login the
switch. Up to 32 trusted IPv6 addresses can be configured in the switch.
Example:

Configure the secure IPv6 address is 2001:da8:123:1::1.

Switch(config)# authentication securityipvé 2001:da8:123:1::1

1.2.6 authorization

Command:
uthorization line {console | vty | web} exec {local | radius | tacacs}
no authorization line {console | vty | web} exec
Function:
Configure VTY (login with Telnet and SSH), Web and Console, so as to select the priority of the authorization mode
for the login user. The no form command restores the default authorization mode.
Default:
There is no authorization mode.
Command Mode:
Global Mode.
Usage Guide:
The authorization method for Console, VTY and Web login can be configured respectively. And authorization method
can be any one or combination of Local, RADIUS or TACACS. When login method is configuration in combination,

the preference goes from left to right. If the users have passed the authorization method, authorization method of
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lower preferences will be ignored. To be mentioned, if the user receives corresponding protocol’'s answer whether
refuse or incept, it will not attempt the next authorization method; it will attempt the next authorization method if it
receives nothing. And AAA function RADIUS server should be configured before the RADIUS configuration method
can be used. And TACACS server should be configured before the TACACS configuration method can be used.
The local users adopt username command permission while authorization command is not configured, the users
login the switch via RADIUS/TACACS method and works under common mode.

Example:

Configure the telnet authentication mode to RADIUS.

Switch(config)#authaorization line vty exec radius

1.2.7 terminal length

Command:
terminal length <0-512>
terminal no length
Function:
Set columns of characters displayed in each screen on terminal; the “terminal no length” cancels the screen
switching operation and display content once in all.
Parameter:
Columns of characters displayed in each screen, ranging between 0-512 (0 refers to non-stop display).
Command mode:
Admin Mode.
Default:
Default columns is 25.
Usage guide:
Set length of characters displayed in each screen on terminal, so that the-More-message will be shown when
displayed information exceeds the screen. Press any key to show information in next screen. Default length is 25.
Example:

Configure treads in each display to 20.

Switch#terminal length 20

1.2.8 terminal monitor

Command:
terminal monitor

terminal no monitor
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Function:
Copy debugging messages to current display terminal; the “terminal no monitor” command restores to the default
value.

Command mode:
Admin Mode.

Usage guide:
Configures whether the current debugging messages is displayed on this terminal. If this command is configured on
telnet or SSH clients, debug messages will be sent to that client. The debug message is displayed on console by
default.

Example:

Switch#terminal monitor

1.2.9 telnet

Command:
telnet {<ip-addr> | <ipv6-addr> | host <hostname>} [<port>]

Function:
Log on the remote host by Telnet

Parameter:
<ip-addr> is the IP address of the remote host, shown in dotted decimal notation;
<ipv6-addr> is the IPv6 address of the remote host;
<hostname> is the name of the remote host, containing max 30 characters;
<port> is the port number, ranging between 0~65535.

Command Mode:
Admin Mode.

Usage Guide:
This command is used when the switch is applied as Telnet client, for logging on remote host to configure. When a
switch is applied as a Telnet client, it can only establish one TCP connection with the remote host. To connect to
another remote host, the current TCP connection must be disconnected with a hotkey “CTRL+ \". To telnet a host
name, mapping relationship between the host name and the IP/IPv6 address should be previously configured. For
required commands please refer to ip host and ipv6 host. In case a host corresponds to both an IPv4 and an IPv6
addresses, the IPv6 should be preferred when telneting this host name.

Example:

The switch Telnets to a remote host whose IP address is 20.1.1.1.

Switch#telnet 20.1.1.1 23
Connecting Host 20.1.1.1 Port 23
Service port is 23

Connected to 20.1.1.1
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login:123
password:***

XGS3>

1.2.10 telnet server enable

Command:

telnet server enable

no telnet server enable
Function:

Enable the Telnet server function in the switch: the “no telnet server enable” command disables the Telnet function in

the switch.
Default:

Telnet server function is enabled by default.
Command mode:

Global Mode
Usage Guide:

This command is available in Console only. The administrator can use this command to enable or disable the Telnet

client to login to the switch.
Example:

Disable the Telnet server function in the switch.

Switch(config)#no telnet server enable

1.2.11 telnet-server max-connection

Command:
telnet-server max-connection {<max-connection-number> | default}
Function:
Configure the max connection number supported by the Telnet service of the switch.
Parameters:
<max-connection-number>: the max connection number supported by the Telnet service, ranging from 5 to 16.
The default option will restore the default configuration.
Default:
The system default value of the max connection number is 5.
Command Mode:
Global Mode

Usage Guide:
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None.
Example:

Set the max connection humber supported by the Telnet service as 10.

Switch(config)#telnet-server max-connection 10

1.2.12 ssh-server authentication-retries

Command:
ssh-server authentication-retries <authentication-retries>
no ssh-server authentication-retries
Function:
Configure the number of times for retrying SSH authentication; the “no ssh-server authentication-retries”
command restores the default number of times for retrying SSH authentication.
Parameter:
<authentication-retries > is the number of times for retrying authentication; valid range is 1 to 10.
Command mode:
Global Mode
Default:
The number of times for retrying SSH authentication is 3 by default.
Example:

Set the number of times for retrying SSH authentication to 5.

Switch(config)#ssh-server authentication-retries 5

1.2.13 ssh-server enable

Command:
ssh-server enable
no ssh-server enable
Function:
Enable SSH function on the switch; the “no ssh-server enable” command disables SSH function.
Command mode:
Global Mode
Default:
SSH function is disabled by de